
Protecting Your 
Heterogeneous 

Hybrid 
Environment

Few medium or large organizations have only a single server and 
operating system platform deployed. Not only do many organi-
zations have workloads running on Windows and Linux servers, 
many organizations host these operating systems on both the 
VMware and Hyper-V virtualization platforms. 

Organizations end up with heterogeneous environments for a va-
riety of reasons. It can happen because an organization that pre-
fers one platform goes through a merger or an acquisition with an 
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organization that prefers the alternative. It’s also com-
mon that organizations choose an operating system and 
virtualization platform because it is the best platform 
for a particular workload at a specific point in time. 

It’s also increasingly common for organizations to run 
hybrid environments, deploying some workloads on-
premises and others in the cloud depending on need 
and cost. Having workloads run on a variety of plat-
forms in a variety of places brings challenges when it 
comes to data protection and recovery. These challeng-
es can be overcome with planning and the appropriate 
data protection and recovery tools.

Challenges in Protecting Complex 
Heterogeneous Hybrid Environments
One of the biggest challenges in protecting a complex heterogeneous hybrid environments is ensuring 
that you meet the same protection goals independent of the type of workload being protected. For ex-
ample, your organization may need to ensure that Oracle databases are backed up every 15 minutes 
independently of whether that Oracle database is running on a physically deployed Windows Server on-
premises or in a Linux virtual machine in Microsoft Azure. 

This is a challenge because many data protection products or vendors excel at protecting one type of 
workload, but provide less substantive coverage for other types of workloads. For example, a protection 
vendor may excel at protecting virtualized workloads on Hyper-V, but not at protecting virtualized work-
loads running on the VMware virtualization platform. A data protection vendor may excel at protecting 
workloads on Linux, but have no offerings when it comes to Windows Server.

Many organizations are stuck with a variety of complicated tools that achieve the same data protection 
goals in a variety of different ways. Requiring a variety of tools from separate vendors increases training 
costs as data protection and recovery professionals need to become proficient and use different tools to 
accomplish the same objectives across a variety of platforms.

ESSENTIAL GUIDE TO: PROTECTING YOUR HETEROGENEOUS HYBRID ENVIRONMENT

2



Protecting physical deployments
Today, the majority of workloads that would have been physically deployed two decades ago have moved 
into virtual machines or containers, hosted on-premises or in the cloud, or to cloud hosted Platform-as-
a-Service solutions. Generally speaking, physically deployed servers are deployed because the workloads 
they host cannot be virtualized. Most organizations have virtualized every workload they can and if a 
workload remains physically deployed, it’s because the organization usually has no other option.

Physically deployed servers are challenging to protect because not only is it necessary to protect the ap-
plication and the data hosted on that physically deployed server, it is also important to protect the server’s 
configuration settings and drivers. Where virtual machines use a standard set of drivers depending on 
the virtualization platform on which they are hosted, physically deployed servers can be dependent on 
specific driver software that must be present for critical server hardware to function. 

Protecting physically deployed servers can also be challenging because physically deployed servers may 
also run older versions of hardware and applications. This means that the ability to be able to back up 
and recover the whole server is critical, because it can often be difficult to rebuild a physically deployed 
server from scratch, especially if the driver software or specific application version required is no longer 
available from the original vendor.

Data protection strategies for workloads hosted on physically deployed servers involve performing full 
server backups periodically in conjunction with more frequent backups of the workload data. For ex-
ample, if the physically deployed server hosts a database server, an organization might perform a full or 
differential server backup every 24 hours, but perform backups of the databases hosted on the database 
on a more frequent basis. 

Physically deployed servers tend to be backed up to on-premises backup locations. While backup data 
might be replicated to the cloud, if a physically deployed server can’t be virtualized or migrated to the 
cloud it makes sense to keep backup data near, if only to ensure that any recovery operation can occur as 
quickly as possible.

Protection of on-premises virtual machines
In 2017, most workloads that do run on-premises do so in virtual machines. Organizations run work-
loads in virtual machines because of benefits including flexibility when it comes to the allocation of stor-
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age, RAM and processor resources –– something that is not possible on a fixed physical server platform. 
Virtual machines also use a common virtual hardware platform, so it isn’t necessary to locate device 
drivers from obscure vendor locations when building or rebuilding the operating systems that run in 
virtual machines.

Virtualization host protection involves protecting virtual machines in their entirety on the host on which 
they run. Protection at the virtualization host level allows regular backups of virtual machines. To be 
effective, virtualization host protection requires the ability for the backup system to be able to back up 
a running virtual machine in a consistent state. Not only do the operating system, application and data 
need to be backed up, but often the virtual machine’s memory state needs to be in some way addressed to 
ensure everything needed is backed up for a consistent recovery. 

As virtual machines are ultimately very large files stored on servers, it’s possible to take two general ap-
proaches to protecting virtual machine workloads. These are to back up the virtual machine on a frequent 
basis at the virtualization host level and then to run a backup agent within the virtual machine itself to 
back up the workload data hosted within the virtual machine.

Virtual machine protection becomes more complicated with the advent of shielded or encrypted virtual 
machines. A shielded VM is a special VM type available with Windows Server 2016’s Hyper-V that is pro-
tected from attacks against the virtualization fabric, such as unauthorized attempts to export the contents 
of a virtual machine by a fabric administrator. 

The interior of a shielded VM is opaque 
to the virtualization host. This means that 
protection of the VM involves backing up 
the entire VM and that the contents of the 
VM, such as individual files, folders and 
applications, can only be backed up and 
recovered by an agent installed inside the 
VM as these files and folders are not visible 
from the virtualization host itself.

On-premises virtual machines can be 
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backed up to both on-premises backup repositories as well as to the cloud. Some products even allow an 
on-premises virtual machine to be recovered to the cloud as an Infrastructure as a Service (IaaS) VM if it 
isn’t possible or desirable to recover the virtual machine to an on-premises virtualization host. 

Protection of cloud-hosted 
virtual machines
A common misconception about 
running IaaS virtual machines in the 
cloud is that because the cloud pro-
vider is looking after the infrastruc-
ture, organizations don’t need to pay 
as much attention to data protection 
as they would have to if they were 
hosting the workload on-premises. 

While it is true that cloud providers 
provide built in backup functional-
ity that allows you to restore an IaaS 
VM to a previous point in time, this 
functionality is only one element of a 
comprehensive data protection strat-
egy. For example, if you were hosting a database server in an IaaS virtual machine running in AWS or 
Azure and several important tables within a critical database were deleted, it doesn’t make sense to per-
form a full virtual machine recovery. Instead you’d want to recover the deleted tables using a data protec-
tion and recovery product that’s running within the IaaS virtual machine itself.

When considering data protection strategies for IaaS VMs in the cloud and using agents on each IaaS VM 
in conjunction with the cloud provider’s VM backup schedule, you’ll also need to have a plan for where 
protected data is stored. Developing this plan isn’t simply about the economics of storing data, but also 
about ensuring that you meet necessary compliance and data retention requirements. For example, it 
may be necessary to store certain types of data hosted on IaaS VMs in the cloud for several years and in 
a certain manner. Meeting those requirements when a workload is being backed up on-premises is easier 
because you can ensure that backup tapes are, for example, shipped off to an appropriate facility. Ensuring 
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that similar requirements are met can be far more challenging when it comes to data protection in the 
cloud, where it’s more difficult to ensure that the appropriate data is regularly shifted to an appropriate 
long term storage facility.

When backing up IaaS VMs, it’s generally simplest to store backup data in the cloud. Some backup pro-
viders offer functionality that allows backups to be written to cloud locations, even from one cloud pro-
vider to another. Some backup providers even allow for IaaS VMs backed up in the cloud to be restored 
to an on-premises environment.

Protection Strategies
When considering protection strategies, remember that a layered protection strategy will yield better 
results than a single protection strategy. For example, when protecting a workload such as a database, 
performing backups using an agent installed within the operating system that supports the backup soft-
ware as well as taking separate backups of the virtual machine that hosts the database server gives an 
organization multiple levels of protection. 

In terms of where to write data, it’s good to consider an idea popularized by Veeam®, the 3-2-1 strategy. 
The 3-2-1 strategy suggests that you have at least three copies of backup data stored in two separate loca-
tions with one of those being off-site. 

Recovery Strategies
The recovery strategy that you choose will be dependent on the type of failure that you are attempting to 
recover from. Data corruption requires a different recovery approach from application corruption, which 
in turn requires a different approach from application or hardware failure. With data corruption, you may 
only need to recover a small number of files, with application corruption you may need to reinstall an 
application or roll back to a previous version of the application.

Ultimately the best recovery strategy is one which recovers the workload with the minimum amount of 
data loss in the shortest amount of time. The best data protection plans give you a broad variety of options 
when it comes to recovery strategies.

Recovery location is also important to consider. If a workload must remain physically deployed, then 
it can only ever be recovered back to a physical server. If a workload is deployed as a virtual machine 
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either on-premises or in the cloud, you may have the option of recovering that virtual machine either 
on-premises or in the cloud. For example, you could use backup and recovery to migrate virtual machine 
workloads to the cloud, or you might use backup and recovery to migrate IaaS virtual machine workloads 
out of the cloud.

Virtualization Host Protection With Veeam
Veeam provides protection of workloads at the virtualization host level with its Veeam Backup & Replica-
tion™ product. Veeam Backup & Replication provides support for virtualization hosts running the two 
most popular virtualization solutions; VMware and Hyper-V. 

VMware
Veeam has extensive support for workloads running on VMware virtualization hosts. Veeam Backup & 
Replication provides support for the following VMware products:

• Platform: vSphere 6.x, vSphere 5.x and vSphere 4.1
• Hypervisor: ESXi 6.x, ESXi 5.x, and ESX(i) 4.1
• Management server: vCenter Server 6.x, vCenter Server 5.x, and vCenter Server 4.1
• Veeam Backup & Replication provides support for virtual machines with the following properties:
• All types and versions of virtual hardware supported by VMware, including 62 TB VMDK files
• All operating systems supported by VMware

You can find out more about Veeam’s support for VMware at https://helpcenter.veeam.com/docs/backup/
vsphere/platform_support.html?ver=95
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Hyper-V
Veeam has extensive support for workloads running on Microsoft’s Hyper-V virtualization platform. This 
includes support for the following:

• Platform and hypervisor: Windows Server 2016, Windows Server 2012 R2, Windows Server 2012, 
Windows Server 2008 R2 SP1

• Management server: Virtual Machine Manager 2016, Virtual Machine Manager 2012 R2, Virtual 
Machine Manager 2012 SP1 and Virtual Machine Manager 2008 R2 SP1

• Generation 1 and Generation 2 virtual machines, including up to 64 TB VHDX disks
• All operating systems supported by Hyper-V

You can find out more about Veeam’s support for Hyper-V at https://helpcenter.veeam.com/docs/back-
up/hyperv/platform_support.html?ver=95

Veeam Operating System Agents
Veeam provides protection at the operating system level through special operating system agents. An 
operating system agent allows for protection of data and applications running on a physical computer 
or virtual machine. For example, an operating system agent can be used to protect file server data on a 
computer that is physically deployed or virtually deployed, whether the virtual deployment is in the cloud 
or on-premises. Veeam provides agents for both Windows and Linux operating systems that have the 
following functionality:

Windows
Veeam Agent for Microsoft Windows allows for the protection of workloads running on both on-premises 
and cloud-based Windows instances. Veeam Agent for Microsoft Windows provides the following benefits 
and supports the following features:

• Full application-aware processing for all Windows enterprise applications including Microsoft Ex-
change, SQL Server, SharePoint, Oracle and core Windows infrastructure workloads such as Active 
Directory and File Servers

• Backup Cache allows scheduled incremental backups to complete to a local folder if the primary 
backup target is temporarily unreachable. 

• Recovery to a Hyper-V VM or to Azure
• Backup to and recovery from a Veeam Cloud Connect repository
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You can find out more about Veeam Agent for Microsoft Windows at https://www.veeam.com/windows-
cloud-server-backup-agent.html

Linux
Veeam Agent for Linux allows for the protection of workloads running on both on-premises and cloud 
based Linux instances. Veeam Agent for Linux provides the following benefits and supports the following:

• Backup anywhere: Allows a computer to be protected in its entirety, to have specific volumes or files 
backed up and provides support for Linux instances that are deployed on-premises or in the cloud

• Flexible recovery: Allows on-premises restores from backups of on-premises or cloud Linux instanc-
es as well as cloud-based restores of cloud or on-premises Linux instances

• Pre-freeze/post-thaw snapshot scripts. Allows you to specify scripts for application-aware processing 
to create transactionally consistent backups.

• Distributed in both RPN and DEB Linux packages and supports Linux kernel version 2.6.32 and 
above.

You can find out more about Veeam’s Agent for Linux at: https://www.veeam.com/linux-cloud-server-
backup-agent.html

One Set of Tools for Heterogeneous Hybrid Environments
Veeam provides a comprehensive set of tools that you can use to protect your organization’s heteroge-
neous hybrid workloads, whether those workloads are running on-premises as physically deployed or 
virtual machines, in the cloud as IaaS virtual machines, or running Windows or Linux operating systems. 

By choosing a platform that supports heterogeneous hybrid environments, you’ll only have to train your 
organization’s data protection professionals to use one suite of products, rather than a mixture of products 
from a variety of vendors. Veeam allows data protection professionals to implement backup and protec-
tion regimes using a consistent interface across a variety of platforms, deployment types and locations.  l
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