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Data protection has become the most important priority for today’s IT administrator. Data is a critical 
asset for all businesses, and protecting that data is more difficult than ever before.

Businesses of all sizes are experiencing dramatic data growth, and the data protection requirements of 
today’s enterprises are different than they were in the past. Legacy data protection strategies just aren’t 
sufficient in an environment in which businesses are undergoing a digital transformation and using vir-
tualization and the cloud to become more efficient, agile and available. Gartner estimates that today many 
organizations have server virtualization rates that exceed 75 percent. Likewise, today many businesses are 
adopting hybrid cloud deployments. Gartner also predicts that by 2020, 90 percent of organizations will 
adopt hybrid infrastructure management capabilities.

Add to this increasingly complex IT environment the ever-growing and changing threat of malware and 
ransomware, and it makes sense that security is a bigger concern than ever. In this Essential Guide, you’ll 
learn how to create a secure virtualized and cloud environment using the data protection capabilities in 
VMware, Dell EMC and Veeam®. 
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Today’s Security Risks
Security has become a top concern for businesses of all types and sizes. The emergence of virtualization, 
the cloud and mobility—coupled with new types of threats and security exposures—has made securing 
your infrastructure more difficult than ever before. Security breaches can also result in lost data and 
costly downtime.

According to the Journal of Cybersecurity, the total annual cost of cybersecurity crimes is $8.5 billion, 
and the cost to an individual company is about $200,000. Even so, most organizations know that they are 
not adequately prepared to repel these security threats. A 2015 Global Cybersecurity Status Report from 
ISACA showed that only 38% of global companies are prepared for a sophisticated cyberattack.

Properly securing your infrastructure from today’s security risks is difficult because of the varied nature 
of security risks. The main types of security risks faced by businesses today include:

• Unpatched systems: All operating systems (OS) and applications require periodic patching to fix 
bugs, improve usability or performance and remediate security vulnerabilities. Most security expo-
sures are from known exploits. But in this age of doing more with less, IT staff are stretched thin, 
and not all patches are applied when and where they should. Gartner Research found that 99% of 
exploited vulnerabilities were known by security and IT professionals for at least one year. Clearly, 
unpatched systems are one of IT’s biggest and most preventable security exposures.

• Insider threats: Unfortunately, one of the biggest emerging threats comes from within the organi-
zation. An insider threat can be malicious or accidental, ranging from a disgruntled ex-employee 
exposing sensitive data to the public or competitor, to a current employee accidentally opening a 
virus-infected email attachment. 

• Traditional malware: Traditional malware like viruses, trojans, rootkits and phishing pose a sig-
nificant threat to all types of organizations. This type of malware takes the form of executable code, 
scripts, active content and fake websites. It typically exploits known security holes or is activated 
using social engineering. Viruses are usually hidden within another seemingly harmless program. A 
virus produces copies of itself and inserts them into other programs or files. Viruses can impact the 
performance of the host computer, cause failures in the system network or destroy data. A trojan is 
a malicious computer program that misrepresents itself as something familiar and/or useful. Typi-
cally spread by social engineering, trojans usually act as a backdoor, providing unauthorized access 
to affected computers. Rootkits are also designed to enable unauthorized access to your systems. 
They conceal themselves by modifying the host’s operating system so that the malware is hidden 
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from the user. Many have defenses against attempts to 
remove them. Phishing attacks are designed to steal your 
sensitive information, passwords or identity information 
by disguising themselves as real websites to trick users 
into sharing personal information. Phishing is typical-
ly spread by email spoofing. Research by AV-Test, the 
German-based security institute, indicates that 85% of 
malware is targeted at the Windows environment. As 
technology evolves, malware is spreading and morphing. 
The Internet of Things, for example, has recently become 
a new malware target.

• Ransomware: New types of security threats require 
new types of protection. Ransomware is a one of those 
new threats, and ransomware attacks are growing at an 
alarming rate. The US government estimates that since 
January 2016, more than 4,000 ransomware attacks have 
occurred daily—a 300% increase from 2015, when the 
FBI estimated that 1,000 attacks occurred daily. In a 
ransomware attack, victims typically open an email or 
click on an email attachment that appears legitimate, 
such as an invoice or Word document. However, the file 
will contain malicious ransomware code. When users 
click on the attachment, they are directed to a website 
(or code is executed on their computer) harboring the 
ransomware software. The ransomware typically begins 
encrypting files and folders on local drives along with 
potentially other computers connected to the network. 
Users are generally not aware they have been infected 
until they can no longer access their data, at which time 
they will typically see a message demanding a ransom 
payment in exchange for a decryption key. The ransom 
is usually required in bitcoin because of its ability to be 
exchanged with anonymity.

CASE STUDY 
Using Veeam to centralize 
enterprise DR and business 
continuity

Founded in 1910 in London, the Vitec 
Group PLC provides customers in the 
broadcast and photographic markets 
with high-performance products and 
software, including camera supports, 
wireless systems, robotic camera systems, 
prompters, LED lights, mobile power, 
monitors and bags. Vitec has 22 offices and 
employs 1,800 people in 10 countries. It 
serves markets in more than 100 countries. 
Vitec has grown rapidly due, in part, to 
mergers and acquisition.

Vitec’s IT infrastructure spans several 
time zones, and the availability of its two 
core applications, a financial system and 
its corporate performance management 
system is critically important. Vitec’s legacy 
backup consisted of two separate tape 
backups, but neither were able to meet 
its business availability needs. The Head 
of Corporate Network and Infrastructure 
at Vitec, Ben Skinner, said, “Our goal 
was centralized management of backup, 
replication and recovery so we could 
standardize disaster recovery and business 
continuity in every location. We were 
gearing up for cloud-based workloads, 
so we also needed a fully integrated, fast 
and secure way to back up, replicate and 
restore from the cloud.”

To handle availability and disaster recovery 
requirements, Vitec turned to Veeam and 
its ability to provide backup, replication 
and recovery from storage snapshots. Vitec 
leveraged Veeam integration with Dell EMC 
VNX storage to enable high-performance 
backup and replicas from storage 
snapshots. Vitec was able to significantly 
increase its recovery points by leveraging 
storage snapshots that had little to no 
impact on their production applications. 
The company also significantly improved 
its ability to restore VMs from storage 
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• Cloud security exposures: There’s no doubt that the 
use of the cloud by businesses is growing rapidly. The 
cloud offers a number of advantages for IT, including 
reduced operational costs, global access, flexible com-
puting power, fast IaaS deployment and low-cost stor-
age. According to an Intel/McAfee survey, hybrid cloud 
adoption grew by three times in the last year, increasing 
from 19% to 57% of organizations surveyed. However, 
the cloud also increases data exposure points and risks. 
A 2017 McAfee study, The State of Cloud and Security, 
showed that 49 percent of businesses are delaying cloud 
deployment due to a cybersecurity skills gap. Indeed, the 
large amount of data stored on cloud servers presents an 
attractive target for hackers. The cloud’s global accessi-
bility also makes authentication particularly sensitive. 
Lax authentication standards like weak passwords and 
poor certificate management can invite huge exposures 
to sensitive corporate data. Hijacked user credentials 
can potentially allow access to data, virtual machines 
(VMs) and virtual hard drives (VHDs), as well as other 
services running in the cloud.

Costs of Data 
Loss and Security Exposures
Security exposures are even more costly than downtime resulting from hardware or software failure. Se-
curity exposures almost always result in downtime for the organization and will include additional costs 
related to data loss, inaccessibility of vital services and leakage of sensitive information. Companies also 
need to factor in the time required to remediate the exposures.

The Veeam 2017 Availability Report found the average annual cost of downtime is $21.8 million, a num-
ber that is only expected to rise. For mission-critical applications, the average cost of downtime was al-
most $108,000 per hour. The average cost of downtime for non-mission-critical applications was $48,000 
per hour. 
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snapshots in near real-time.

Vitec is also incorporating the Microsoft 
Azure cloud into its DR strategy. Vitec’s 
goal was to replicate VMs to Microsoft 
Azure rather than building and maintaining 
an offsite infrastructure. Veeam Cloud 
Connect gave Vitec a fully integrated, 
fast and secure way to back up, replicate 
and restore VMs from the cloud without 
the need to build and maintain a separate 
offsite DR infrastructure. Vitec’s cloud 
replication is secure because Veeam 
encrypts the data in flight and at rest.

“The best word to describe Veeam is 
flexibility,” Skinner said. “By unifying 
and centralizing backup, replication and 
recovery, Veeam lets us determine our 
own destiny. Veeam gives us the choice of 
how often we back up and replicate—and 
to where—based on what best suits the 
business’s needs in terms of availability and 
cost. Veeam Cloud Connect lets us add 
Disaster Recovery-as-a-Service (DRaaS) to 
our availability strategy without a layer of 
management complexity and cost.” 

You can learn more about how Vitec 
modernized its enterprise availability and 
disaster recovery capabilities using Veeam 
at https://www.veeam.com/success-stories/
vitec-success-story.html.
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The study also exposed that unexpected downtime was not 
at all uncommon, underlining the need for data protection 
and availability measures. On average, more than one quarter 
(27%) of servers suffered at least one unplanned outage each 
year with the median length of an outage lasting 23 minutes. 
The cost of downtime is more than just lost revenue—there 
can also be a loss of customer confidence, damage to an or-
ganization’s brand and reputation and the loss of employee 
confidence.

Let’s take a more detailed look at the costs of cyberthreats. 

Cost of malware
The cost of a malware exposure is high and growing.

AppRiver’s second quarter Global Security Report for 2016 
recorded 4.2 billion malicious emails and 3.35 billion spam 
emails. Research from security market analyst Juniper Re-
search shows that cybercrime costs are expected are expected 
to quadruple between 2015 to 2019. Juniper further predict-
ed the cost of data breaches will reach $2.1 trillion globally 
by 2019.

Malware isn’t just a problem for enterprises. All businesses 
are at risk. According to Microsoft, 20% of small to midsize 
businesses have been cybercrime targets. One example of a 
well-known malware exploit called Fareit is spread via email, 
and mimics itself as a FedEx shipment notification contain-
ing an attached file. The attachment has a.pdf extension, but 
it is actually a zip file archive containing the Fareit malware. 
When executed, Fareit attempts to steal email passwords, 
FTP credentials and browser-stored passwords.

CASE STUDY
Securing data across multiple 
locations using Veeam and Dell 
EMC Data Domain Boost 

The biggest port operator in Germany, 
Niedersachsen Ports GmbH & Co. KG is 
responsible for regulating ship traffic at 
15 locations, from the Dutch border to 
Elbe. In addition to port construction, 
maintenance and servicing bridges and 
locks, Niedersachsen is responsible for 
regulating ship traffic. This involves a huge 
amount of data, including information 
transmitted from ships, customers and 
usage fees. Niedersachsen’s IT department 
also is charged with the management and 
security of data for its 400 staff members.

Niedersachsen originally used a traditional 
backup solution, but it could not keep 
up with the company’s increasingly 
virtualized environment. Niedersachsen’s IT 
infrastructure consists of a main data center 
and five additional data centers where 90% 
of the servers comprise 250 VMs running on 
29 VMware vSphere hosts.

The company’s backup could not keep 
up with rising VMware vSphere host 
consolidations, increasing server loads and 
rapidly growing server data. Niedersachsen 
moved to Veeam to address the backup 
and recovery needs of its highly virtualized 
and dispersed infrastructure. Backups 
are performed on Dell EMC VNX storage 
where VNX is used as the primary backup 
device. Secured machines on Dell EMC 
Data Domain appliances are relocated 
downstream and replicated between 
locations. Veeam WAN Acceleration is 
leveraged to improve the performance 
and security of the replication between the 
geographically separated locations.

Michael Behrends, Niedersachsen Ports 
System Administrator, stated, “The 
induction of the solution was a must, 
not an option. Earlier, we could not back 
up from one location to the other due 
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In 2016 research by the Ponemon Institute, a seven-nation 
survey of 1,000 IT decision makers reported 39% of respon-
dents stated the largest cost impact from cybercrime is in-
formation loss, while 36% named business disruption as the 
second-largest cost. These are direct costs—a malware expo-
sure can include other costs as well. The Veeam Availability 
Report 2017 showed that 53% of business felt that downtime 
resulted in a loss of customer confidence. 45% of business re-
ported that there would be damage to brand integrity while 
38% said that there would be a loss of employee confidence. 
If an online business accidently distributes a virus, Google 
will flag the site as unsafe. This can lead to a marked decrease 
in web traffic or even removal from Google search results. 

Cost of ransomware
Without a doubt, ransomware is the most rapidly growing 
security threat. According to data from endpoint security 
provider Carbon Black, 5 ransomware attacks increased 50% 
in 2016 compared to 2015. While previous generations of 
malware attempted to remain secret and work unnoticed in 
the background, ransomware blatantly advertises itself and 
its demands.

According to NBC News, the FBI estimates that ransomware 
payments for 2016 are expected to hit $1 billion, up from the 
$24 million paid in 2015. Two of the most notorious ransom-
ware attacks happened in 2017: WannaCry and Petya. 

WannaCry exploited a Windows SMB vulnerability that was present in Windows XP to Windows 7. Mi-
crosoft had previously released a fix for the vulnerability, but many organizations had not updated their 
systems.

WannaCry—which is also considered a network worm because it includes a mechanism that enables it 

to the too ‘thin’ lines. Thanks to WAN 
acceleration, this is not a problem anymore. 
We can also meet our time windows now. 
This same backup software is employed 
at all locations; it is running stably, and 
the backup and recovery don’t cause a 
headache anymore.” 

After deduplicated data is stored on a 
backup server, the backup is placed on an 
EMC Data Domain appliance for long-
term archiving. Niedersachsen’s backup 
performance is doubled by combining 
Veeam WAN acceleration with Dell EMC 
Data Domain Boost. Veeam integration with 
Dell EMC Data Domain Boost provides the 
ability to create new full backups on Data 
Domain without the need to move data 
within the device. Instead, new backups 
can be synthetically generated using the 
existing data.

Niedersachsen also uses Veeam Explorer 
for Microsoft Exchange for corporate email 
recovery. Veeam Explorer for Microsoft 
Exchange can recover individual item 
such as emails from an Exchange backup, 
enabling more flexible and efficient 
recovery capabilities.

Behrends stated, “All the same, our regular 
tests for an emergency show that Veeam 
would obviously save us. And Instant 
VM Recovery has never let us down. The 
recovery happens within minutes, and, 
more importantly, automatically.”

You can learn more about Niedersachsen’s 
use of Veeam and Dell EMC at https://
www.veeam.com/success-stories/veeam-
niedersachsen-ports-success-story.html.
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to automatically replicate itself to other networked systems-
-spreads by finding vulnerable public-facing SMB ports on 
the Internet. The WannaCry ransomware searches for and 
encrypts 176 different file types and then appends the.WCRY 
extension to the end of the encrypted file name. It asks users 
to pay a $300 ransom in bitcoin.

The 2017 WannaCry attack impacted more than 230,000 
computers in over 150 countries. Cyence, a risk-modeling 
firm, estimated the potential costs from the WannaCry at-
tack at $4 billion.

Within two months of the WannaCry outbreak, a second ran-
somware attack called Petya and a variant NotPetya hit many 
organizations in Europe and the United States. Potentially 
more serious but not as widespread as WannCry, Petya hit 
companies in 65 different countries, but it primarily affected 
Ukraine, Russia, the United Kingdom, France and Norway. 

This ransomware also targets Windows systems. Initially 
spread via email attachments, Petya infects the master boot 
record and executes a payload that encrypts the hard drive’s 
file system table. This stops Windows from booting and dis-
plays a demand for $300 to be paid in Bitcoin. NotPetya also 
relied on the Windows SMB exploit to spread internally.

In a 2016 study, IBM Security asked 600 U.S. business leaders 
what they would do if they were hit by a ransomware attack. 
Nearly half of the executives surveyed said their company had 
experienced a ransomware attack, and 60% responded that 
they would pay a ransom to recover data. Of the businesses 
that had been hit by a ransomware attack, 70% had paid the 
ransom to restore access to their data. Half of these business-

CASE STUDY
Providing availability to distributed 
IT infrastructures 

Wolverhampton City Primary Care 
Trust (PCT) commissions high-quality 
healthcare for approximately 237,000 
people in the West Midlands of England. 
Wolverhampton supports about 3,000 
users at 90 remote healthcare sites. Its IT 
infrastructure consists of approximately 
80 physical servers and 80 virtual 
servers running on a combination of Dell 
PowerEdge 2900 and 2950 servers.

As the organization’s use of virtualization 
increased, its old backup solution became 
unmanageable. “At first, we tried to use 
the physical server backup software on our 
virtual servers,” explained Mark Parsons, 
Server Manager for Wolverhampton 
City PCT. “We treated VMs as physical 
machines by installing agents on each 
server before conducting a backup, but 
that process was long, laborious and 
increasingly expensive. Each time we 
added new virtual servers, we had to 
purchase more agents.”

Working with Cristie Data Limited Domain, 
Wolverhampton implemented Veeam 
Backup & Replication and Dell EMC Data 
Domain with the goals of improving 
data retention despite rapid increases 
in data volumes, providing faster and 
more efficient VMware backups and 
implementing replication for offsite 
backups that would minimize bandwidth 
requirements.

Veeam Backup & Replication and Data 
Domain worked together to deliver 
exceptional data deduplication levels. 
Data deduplication reduces disk space 
storage, which for Wolverhampton 
meant that backup time was cut in half. 
The reduced storage requirements also 
enabled the organization to provide a 12-
week rollback period for physical servers 
and 30 days on virtual servers.
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es wound up paying more than $10,000, and 20% paid more 
than $40,000. Further, 25% said they would pay $20,000 to 
$50,000 in ransom, depending on the data that was lost. 
Of course, it’s  not guaranteed  that paying the ransom will 
restore access to the data. While the ransom amounts may 
seem high, the real costs are the resulting downtime, the loss 
of IT time and resources, and the loss of data--all which can 
permanently damage a business. 

Modern Malware 
Protection Strategies
Despite very high levels of public awareness concerning the 
threats of malware and ransomware, many businesses re-
main vulnerable. Considering the rapid growth of attacks, 
it’s imperative for businesses today to take steps to defend 
against malware and ransomware attacks.

Today’s malware is sophisticated and complex, and truly ef-
fective protection requires a multi-layered defense strategy. 
Let’s take a closer look at some of the modern data protection strategies that can help protect your orga-
nization from malware and ransomware attacks.

Securing physical and virtual servers
Physical security is the foundation of all data protection strategies. At its core, physical security is about 
limiting access to physical computer systems to prevent all unauthorized operations, including protect-
ing against any possible tampering, theft and human error. Although physical security is really more 
of a general security issue than a specific malware problem, it is impossible to protect against malware 
without an effective physical defense in place. If physical security is compromised, there is an increased 
possibility that malware could bypass an organization’s external and internal defenses to infect a system 
on the network.

Other essential security measures for managing malware risks include restricting user ID and password 
access, strong authentication policies, auditing and the use of least-privilege policies. These safeguards 

“Now we complete virtual backups in less 
than half the time compared to the physical 
backup process,” Parsons explained. “We 
can back up just over a terabyte on VMs 
in under nine hours. Before it took up to 
18 hours. Better yet, using Veeam Backup 
& Replication is more cost effective than 
the physical backup product. We’re saving 
20 to 30 percent on backups each year 
because we no longer have to purchase 
agents for new virtual servers, and that 
savings will increase over time.” 

Wolverhampton found that its backups 
consumed up to 30 percent of space that 
was previously required, and their overall 
costs decreased 20 to 30 percent. The 
organization is now able to restore VMs in 
minutes instead of the hours required in 
the past.

Learn more about how Wolverhampton City 
PCT improved its backup and Availability 
using Veeam Backup & Replication with Dell 
EMC Data Domain at: https://www.veeam.
com/success-stories/uk-primary-care-trust-
saves-backup-storage-space.html 
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help ensure that only authorized users have access to 
your organization’s VMs and sensitive information. 
Physical security is particularly important for virtu-
alization hosts, as access to the physical server often 
enables access to all of the VMs running on that host. 

Maintain regular software 
updates for all devices
Without a doubt, deploying regular system updates 
and patches provide one of the more essential and ef-
fective malware protection strategies. Most businesses 
are hit by malware or ransomware attacks because sys-
tems haven’t been updated. According to Gartner, 99% 
of exploited vulnerabilities are known to security and 
IT professionals for at least one year. Meanwhile, the 
average time to develop an exploit to a published vul-
nerability is only 30 days, according to a 2016 Verizon 
Data Breach Investigations Report. 

Use firewalls and 
antivirus software 

Antivirus (AV) and firewalls are the backbone of any 
security program. You need to make sure all unneces-
sary incoming ports are blocked to prevent unwanted 
incoming traffic and thwart hackers and other unau-
thorized parties from gaining access to your corporate 
network. In addition, corporate systems should run 
personal firewalls. This can help prevent the spread of 
malware originating from inside your company’s fire-
wall, as well as protect laptop and mobile systems.

Corporate systems also must be protected with up-
dated AV software. Many exploits are delivered via the 

CASE STUDY
Stopping ransomware attacks with 
Veeam

The City of Sarasota is home to 55,000 residents 
and employs 850 people. The city recently 
implemented a digital transformation strategy in 
which nearly every city service was aligned with a 
corresponding digital component, from an online 
application for building permits, to crime mapping 
and an emergency management website.

The City of Sarasota’s legacy backup product, 
however, could not keep up with the digital 
transformation.

“Legacy backup was unable to meet the city’s 
data integrity needs in any way, shape or form,” 
stated Herminio Rodriguez, Director of IT for the 
City. “Backup failed frequently, and not even our 
backup vendor could figure out why.”

The City replaced its legacy backup with Veeam 
to provide improved Availability for its 24x7 city 
services.

 In 2016, the City of Sarasota was the target of a 
ransomware attack. A ransomware virus was able 
to infect a city employee’s desktop computer as 
well as files on three file servers where critical data 
was encrypted and rendered inaccessible. The 
ransomware demanded a Bitcoin payment in in the 
amount of $34 million.

“Rather than paying an outrageous ransom that 
no city could afford, we recovered our file servers 
from Veeam backups,” Rodriguez said. “If we 
hadn’t been able to recover them, we would have 
had massive data loss affecting all facets of the 
City and ultimately, it would have impacted our 
citizens.”

The City of Sarasota uses Veeam SureBackup 
which verifies the recoverability of every backup, 
and Instant VM Recovery, which provides the 
ability to restore VMs in minutes.

Learn more about how the City of Sarasota used 
Veeam to improve Availability and recover from a 
ransomware attack at: https://www.veeam.com/
success-stories/veeam-city-of-sarasota-success-
story.html 
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web, often through the use of email or social media. Both are allowed through firewalls making the addi-
tional AV layer a necessity. AV software scans systems and identifies suspicious virus behavior by looking 
for virus signatures and activities that match a virus definition’s dictionary. The AV software then alerts 
the user and potentially quarantines the infected files. 

Network isolation 
Securing network traffic is another critical security measure that applies to both on premises and cloud 
networks. Segmenting your network infrastructure builds a level of protection into your network that 
can help prevent the spread of attacks, block malware and protect your data from unauthorized access. 
Network segmentation effectively blocks or shuts off portions of the network, enabling you to contain 
any possible exploit. Using network isolation can control how traffic passes between different IP subnets 
and separate the traffic of virtual networks based on the function of the network within the organization. 
Network isolation can prevent the compromise of mission-critical servers and contain the spread of any 
malware that might have gotten through other external defenses. Network isolation in the cloud is more 
limited as you do not have the same degree of control over the network configuration and capabilities.

User education
While there’s no doubt technology is vital to protecting your company from hacking, malware and other 
exploits, the biggest vulnerability is not necessarily weakness in your protection strategy, but a weakness 
amongst your corporate users. 

Employees inadvertently create vulnerabilities by doing things like writing down passwords, leaving sys-
tems exposed and unattended or opening e-mail links that contain malware. All corporate users should 
be educated about malware and its characteristics. They should understand the severity of security expo-
sures and malware infections. They also need to know about the ways that malware spreads, how to avoid 
malware exposures and how to handle and report suspected infections. Conduct regular training sessions 
to ensure users are properly educated and informed.

Backup and replication 
Backup and replication are the enterprise’s core data protection technology. Despite all other levels of pro-
tection incorporated into your security infrastructure, there is no way to be a 100% safe from a security 
breach or a malware attack.
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In many cases, malware can be stopped by ensuring the appropriate patches are in place. But as attacks 
continue to grow more sophisticated, expect ransomware to bypass and overcome many traditional se-
curity solutions.

Backup and replication is the final and ultimate level of protection in a modern, multilayered security 
strategy. Ensure your organization backs-up all information every day and keep some backups in a se-
cure, offsite location. In the event that you are hit by a ransomware attack, you can use a backup copy or 
replica of the infected VM to restore your systems to a safe known state. To provide complete protection 
coverage, follow the 3-2-1 Rule of data protection. (See Figure 1.)

Figure 1 – Protection from malware using the 3-2-1 backup rule 

You should have at least three copies of your data: a primary data backup and two backup copies. Store 
backup copies on two different types of media. For example, if you have one copy on disk, make sure 
another copy is on tape or in the cloud. Media corruption is one of the most common reasons for restore 
failures and this model ensures that the failure of one set of media or one device will not affect the recov-
erability of your backup.

It’s a good idea to add another “one” to the rule, where one copy of the media is offline. This could be at 
a remote location, with a data archive provider or in the cloud. The physical separation of your backups 
provides site protection in case of a disaster as well as insulation from a local ransomware infection. This 
offsite copy should be offline to ensure that it cannot be affected by any malware activity.

VM replication can also help companies “come back” from a malware or ransomware attack. While pri-
marily a high-availability technology, the combination of replication and storage snapshots provides 
nearly instantaneous VM recovery in the event of a malware or ransomware attack.
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By leveraging advanced SAN snapshots, you can greatly enhance your recovery point objectives (RPOs) 
with little to no impact on the production environment. The use of SAN-based snapshots enables hyper-
visor resources to be dedicated to maintaining the performance of your business-critical VMs. Mean-
while, the storage system is responsible for creating and maintaining snapshots independent of your 
servers, limiting the impact to your production workload. SAN snapshots provide the ability to create 
more frequent recovery points which can be used to rapidly restore an infected VM to an earlier safe state. 
This reduces downtime and the loss of critical data.

Hybrid cloud offline storage
Organizations can take an additional (and strong) measure of protection by taking advantage of the 
cloud, storage backups and DR in the cloud. Sometimes referred to as “air gapped backups,” the cloud 
enables offline storage—one of the more effective models for countering ransomware. Offline backups 
that cannot be manipulated or deleted remotely significantly mitigates the effects of a ransomware attack 
because organizations have a safe and known restore point. In addition, the cloud uses a different file 
system where authentication is handled differently. This makes it more difficult for malware to spread. 

Creating an End-to-End Security Solution 
with VMware, Dell EMC, and Veeam
Building a secure end-to-end solution that will meet the needs of today’s modern data center requires 
tight integration of the leading IT technologies.

The combination of solutions from VM-
ware, Dell EMC and Veeam provides an 
end-to-end security solution able to ad-
dress today’s availability requirements and 
security risks. 

Let’s take a closer look at how the integra-
tion of Veeam with VMware vSphere and 
Dell EMC storage can improve the avail-
ability of your business-critical applications 
to create a secure, end-to-end solution re-
silient to malware and ransomware attacks.
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Availability through full integration with VMware vSphere 
Gartner estimates that many organizations have server virtualization rates that exceed 75%. VMware 
vSphere is the leading enterprise virtualization solution, and its tight integration with Veeam provides 
extensive data protection from disasters, malware and ransomware attacks. Veeam provides full VMware 
vSphere support including:

• VMware Virtual Volumes (VVols)
• VMFS 6 data stores and Changed Block Tracking (CBT)
• Storage Policy-Based Management (SPBM)
• NBD compression
• Backup and replication of fault-tolerant VMs 
• VMware vSAN

VMware’s SPBM is the modern way to manage VM storage requirements in vSphere. SPBM optimizes the 
VM provisioning process by provisioning datastores at scale and eliminating the need to provision VMs 
on a case-by-case basis—guaranteeing the service levels of individual VMs across multiple storage tiers. 
For example, SBPM enables you to ensure that your most resource-demanding VMs are placed on faster 
storage, enabling you to provide high levels of service for those VMs.

Veeam provides full support for VMware SPBM policies for backup and restore. Storage policy associa-
tions are backed up automatically and restored for each virtual disk, and are restored with the VM. This 
integration eliminates the need for manual intervention and improves recovery times.

Virtual Volumes (VVols) form the foundation for VMware’s SPBM. VVOLs provide a new storage manage-
ment model in which an individual VM and its disks, rather than a LUN, become a unit of storage manage-
ment for a storage system. When Veeam backs up a VM with an assigned VVol, all information pertaining 
to the location is saved. This means a VM restored to its original location will know it belongs to a particular 
storage policy—saving you time during recovery and maintaining the associated storage policy.

Veeam also fully supports VMware CBT for fast incremental backup, replication and VM restores. 

VMware vSAN and Veeam
VMware vSAN is one of the core building blocks for the Software-Defined Data Center (SDDC) where it 
extends the concept of virtualization to storage.
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VMware vSAN is essentially a cluster of VMware hosts that can combine their storage into a pool used 
by VMs. Any supported vSphere hardware can be used for vSAN. These hosts can have all SSD storage or 
mixed SSD and HDD storage. VMware vSAN combines the host’s storage resources into a single, high-
performance, shared data store that all the hosts in the cluster can use.

vSAN provides a linear, scalable solution that can be managed using the familiar vSphere management 
tools. You can scale vSAN simply by adding more hosts, which give you more CPU, RAM and storage 
capacity for vSAN storage.

VMware vSAN enables you to create hyper-converged solutions by combining the compute, storage and 
memory resources of the vSphere hosts. vSAN 6.6 provides a new encryption capability, enabling it to 
protect data in flight and at rest. Alternately, you can adopt hyper-converged infrastructure solutions 
from server vendors like Dell EMC including VxRack and VxRail solutions.

Veeam is tightly integrated with 
vSAN. For instance, if you have 
a Veeam proxy on the same 
host as a VM, Veeam’s integrat-
ed logic will make sure that its 
proxy will perform the backup 
rather than a different proxy 
on a different host resulting in 
faster backups (see Figure 2). 

Veeam is completely integrat-
ed with VMware vSphere and 
vSAN and certified as VMware 
Ready for both technologies to 
ensure the highest levels of data 
protection, allowing Veeam the 
ability to restore data in the 
event of a malware or ransom-
ware attack.

Figure 2 – VMware’s Storage Policy-Based Management for SAN, vSAN and 
VVol-enabled storage
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Fast backup and data restoration with 
Dell EMC and Veeam integration 
Veeam integration with Dell EMC Unity, VNX and VNXe storage arrays enables organizations to lever-
age their hardware’s advanced features for efficient high-performance backup, replication and recovery 
tasks.

Dell EMC arrays provide an advanced snapshot technology that supports multiple point-in-time snap-
shots of the production storage environment. Veeam integration with these snapshots can greatly en-
hance backup and recovery performance with little to no impact on the production environment.

Dell EMC array-based snapshots are far more resource efficient than using hypervisor-based VM snap-
shots. The storage array consumes no hypervisor resources which means the hypervisor can be dedicated 
to sustaining the performance of business-critical VMs. The storage system independently handles that 
heavy lifting required to create and maintain the snapshots in the background.

The ability of Veeam to leverage these storage snapshots can greatly enhance recovery time and point 
objectives (RTPO™), enabling businesses to meet service level agreements (SLAs) of less than 15 minutes 
for all applications and data. 

Many organizations take backups once a day, which results in a 24-hour RPO, and it can take a significant 
amount of time to mount a snapshot. Further, it’s typically a lengthy process to recover a VM from a 
traditional SAN snapshot. To recover a VM from a volume-level snapshot, you first need to promote the 
snapshot to a volume. Then you need to mount that volume to a host before you can recover the VM or 
data that you need. 

It’s important to understand the difference between snapshots, backup from snapshots and standard VM 
backups. Storage snapshots are created by the Dell EMC storage array and they reside on the storage sys-
tem. Creating them is very resource efficient as the storage array handles that task in the background. You 
can use these snapshots as a data source for your backups which speeds up backup and replication opera-
tions and improves RPOs. Otherwise, standard VM backups run from your production infrastructure 
resulting in higher overhead and resource utilization as well as reducing the available RPOs.

Veeam integration with Dell EMC enables you to recover directly from the snapshot. The ability to create 
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more recovery points provides more flexibility for recovery and reduces the potential for loss of critical 
data. Storage snapshot integration enables fast VM and granular data recovery that can override en-
crypted ransomware databases, applications, files and OSs.

Let’s take a closer look at how Veeam Explorer™ for Storage Snapshots and Instant VM Recovery® works 
with Dell EMC Unity, VNX and VNXe storage systems.

Fast restore from EMC storage snapshots 
Dell EMC storage snapshots can be created using a schedule on the storage array, or they can be config-
ured using the Veeam Backup & Replication™ interface.

Veeam Backup from Storage Snapshots allows organizations to use storage snapshots for backup, replica-
tion and fast recovery. Snapshots can accelerate backup performance by 20x and enable recovery perfor-
mance to be improved with minimal impact on the production environment. Using Veeam with storage 
snapshots enables far faster backup and recovery than traditional storage snapshot technologies alone. 
Veeam Explorer for Storage Snapshots allows you to browse Dell EMC storage snapshots and run a range 
of powerful restore options from them (see Figure 3). 

 

Figure 3 – Backup from Storage Snapshots

Rather than taking hours to mount a snapshot and a volume, Veeam integration with Dell EMC storage 
snapshots lets you recover VMs in minutes using Veeam Instant VM Recovery. Instant VM Recovery 
enables you to recover from a ransomware or malware attack with minimal downtime and data loss by 
quickly restoring VMs to a known state before the attack. Instant VM Recovery can be run from a VM 

  ENSURING A SECURE VIRTUALIZED AND CLOUD 
ENVIRONMENT WITH VMWARE, DELL EMC, AND VEEAM

ESSENTIAL 
GUIDE:

17



backup or directly from a storage snapshot using Veeam Explorer for Storage Snapshots without requir-
ing any intervening steps. Veeam Instant VM Recovery can restore a VM in as little as two minutes, al-
lowing you to quickly migrate a VM from a storage snapshot to production. You can restart the VM from 
any restore point and the backup of the VM remains read-only (see Figure 4). 

Figure 4 – Running Instant VM Recovery

In many cases, ransomware hits specific files. For instance, the WannaCry ransomware targeted 176 dif-
ferent files—encrypting them before changing the file extension to WCRY. In addition, the vast majority 
of user restore requests are for the individual objects. Veeam Explorer for Storage Snapshots provides 
increased agility and efficiency by enabling you to granularly restore specific data—be it individual files, 
groups of files or entire VMs from storage snapshots. Veeam Explorer for Storage Snapshots is included 
with all versions of Veeam Backup & Replication, including Veeam Availability Suite™ and Veeam Backup 
Free Edition.

Validation testing with SureBackup and On-Demand Sandbox
Veeam SureBackup® and On-Demand Sandbox™ features provide the ability to verify the validity of your 
backups while testing for malware and ransomware, potentially removing it before restoring VMs to pro-
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duction. SureBackup helps assure administrators that completed backups are recoverable. You can also 
use On-Demand Sandbox to perform tests on recovered VMs.

With SureBackup, VMs start directly from compressed and deduplicated backup files that reside on the 
backup repository. The VMs are run in a “virtual lab” isolated from your production network. Veeam 
then performs tests against the VM to ensure they operate correctly, including performing tests for heart-
beat, ping and application readiness. When the recovery verification process is complete, the VMs are 
unpublished and SureBackup reports the VM verification status (see Figure 5). 

Figure 5 – SureBackup restoring VMs to a Virtual Lab

Veeam On-Demand Sandbox is an isolated virtual environment in which you can start one or more 
VMs from backups, VM replicas or storage snapshots. You can use On-Demand Sandbox to trouble-
shoot problems with VMs, test software upgrades and check for malware infection. Like SureBackup, 
On-Demand Sandbox uses a fully-contained virtual lab isolated from your production environment. 
VMs started in the virtual lab persist in a read-only state. For VM backups and storage snapshots, any 
changes made to VMs are written to redo logs. For VM replicas, changes are saved to delta files. These 
redo logs and delta files are deleted after your work in On-Demand Sandbox is complete and powered off.
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Dell EMC Data Domain Boost for data archival
Dell EMC Data Domain (DD) systems make it possible to complete backups in less time—vastly reduc-
ing the amount of disk storage needed. Using variable-length deduplication, Dell EMC DD systems can 
reduce backups and archive storage requirements by 10 to 30X. Dell EMC DD systems can scale up to 
150 PB of logical capacity with throughput up to 68 TB per hour and provide seamless integration with 
Veeam backup repositories. DD systems must rehydrate and decompress each block as they restore data 
so they tend to perform more slowly than non-deduplicated storage. Veeam recommends using DD sys-
tems as a secondary storage for long-term retention. Dell EMC DD Boost allows source-side deduplica-
tion and data in-flight encryption over WAN links to provide faster and more secure backups to off-site 
DD appliances.

Off-line backups and disaster recovery with Veeam Cloud Connect
The use of the cloud as an offsite data backup repository has been growing rapidly, and the cloud can be a 
critical asset for data security and in the fight against ransomware. The single most important thing that 
you can do to protect your company from a ransomware attack is to keep a copy of your data in offline 
storage (referenced earlier as an “air gap” copy) as it is insulated from attacks that might spread through 
your online network.

Veeam provides the ability to replicate data to a secondary site or to replicate to multiple different cloud 
providers using Veeam Cloud Connect. Veeam doesn’t provide its own cloud for storing VM data. In-
stead, Veeam Cloud Connect is included as part of Veeam Backup & Replication, allowing you to simply 
select your service provider and point backups or replica jobs to the cloud. Veeam Cloud Connect allows 
backups and data to be se-
curely stored on different 
cloud providers, including 
Azure and Amazon Web 
Services (see Figure 6).

Veeam Cloud Connect 
comprises a version of 
Veeam Backup Server 
running on the cloud pro-

Figure 6 - Backup with Veeam 
Cloud Connect
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vider, the cloud gateway, cloud repositories and the optional WAN Accelerator. The cloud repositories 
are cloud-based storage locations that contain backups of your VMs. The Veeam Backup Server provides 
configuration and control for the Veeam Cloud Connect infrastructure. It communicates with the shared 
backup repository and connects tenants to the appropriate cloud repositories. The cloud gateway is a net-
work appliance that acts as a central communication point in the cloud. It routes commands and traffic 
between the tenants and the cloud repository. Veeam’s optional WAN Acceleration maintains high data 
reduction ratios even with encrypted data streams.

Veeam provides the ability to encrypt backups using end-to-end AES 256 encryption and giving you the 
choice of when and where to encrypt backups. For example, you can leave local Veeam backups unen-
crypted for faster backup and restore performance, or you can choose to encrypt backups that are copied 
to an offsite target like tape or the cloud. The actual encryption keys are generated randomly within 
each session for added backup encryption security, and you can also protect your backups with different 
passwords. The backup repositories should also be safeguarded. Access rights to the Backup Repository 
Server should be restricted to the Veeam service account. By using different credentials for your cloud 
repositories, you can add resiliency by limiting the ability of malware or ransomware to propagate from 
other systems on your network.

Availability and Security: The Top Priorities for IT
Security has become one of the top priorities for IT. Data Availability and protection requirements are 
more challenging today than at any point in the past, and securing your data and infrastructure from 
hacking, malware and ransomware attacks is more important than ever before. The costs of a security 
exposure or malware infection can be astronomical in terms of raw data loss, downtime and brand repu-
tation. Taking advantage of the advanced capabilities provided by VMware, Dell EMC storage and Veeam 
can enable you to maximize your business’s uptime and provide the availability required to withstand a 
security breach or ransomware attack. l

Additional References
For more information about the nature of ransomware, check out The Essential Guide to Ransomware.

For additional advice on how to protect your data from a ransomware attack, look at 7 Practical tips to prevent 
ransomware attacks on backup storage.

To learn more about using Veeam for protection for ransomware, refer to Designing Veeam Availability Suite to Protect 
Against Ransomware Threats: Chapter 1 and Solution Brief: Protection Against Ransomware with Veeam.
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