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BY BRANDON BUTLER  |  Hybrid cloud: Many believe it’s the even-

tual state that most businesses will operate in—some infrastructure 

resources on premises, others in the public cloud. Others believe it’s 

a term that has been muddled by varied definitions from a range of 

vendors, diminishing the term to a vague and nebulous state.

So, what does hybrid cloud really mean and how can users 

implement it?

What is hybrid cloud computing?
While there is no one single agreed-upon definition of hybrid 

cloud computing, perhaps the closest we have is from the Na-

tional Institutes for Standards in Technology (NIST):

(Hybrid) cloud infrastructure is a composition of two or more 

distinct cloud infrastructures (private, community, or public) that 

remain unique entities, but are bound together by standardized or 

proprietary technology that enables data and application portability.

What does that mean in layman’s terms? Basically, most people 

believe hybrid cloud computing means managing a public and a private 

cloud as one, or at least being able to have management tools across 

the two environments. There are many types of hybrid cloud, though.

Hybrid cloud architectures
If you have more than one cloud environment (public and private, 

multi-public), then it can be helpful to have a management plat-

form that spans these environments. Managing these environ-

ments separately can create unnecessary duplication of efforts 

and potential security risks.

There are multiple approaches to architecting a hybrid cloud:

Hybrid cloud management software. A plethora of startups 

and established infrastructure-management vendors have 

developed software that allow users to centrally manage both 

on-premises and public cloud infrastructure and applications. 

In a single console, virtual machines, storage, databases 

and other resources can be spun up and down, regardless of 

whether they’re in a company data center or the public cloud.

Forrester Research Principal Analyst Lauren Nelson points out 

that hybrid management was much-heralded in the early days 

of cloud computing, but it did not develop as robustly as some 

expected it would. Many IT pros have found it sufficient to man-

age public cloud and on-premises resources using Application 

Programming Interfaces (APIs) and tools native to those plat-

forms that provide deeper functionality than an overlay manage-

ment software. As a result, many of these software systems have 

evolved to focus on specific tasks, such as cost control, applica-

tion-performance monitoring or allocation of resources.

Vendor-native hybrid cloud. Another way to think about ar-

chitecting a hybrid cloud is extending either the on-premises 

footprint to the public cloud or vice versa, and to connect 

What is hybrid cloud computing?
How to architect a hybrid cloud and what Amazon, Microsoft and Google mean by hybrid.

Most people believe 

hybrid cloud comput-

ing means managing 

a public and a private 

cloud as one, or at 

the least being able 

to have management 

tools across the two 

environments.
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