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RANSOMWARE:

™

RANSOMWARE IS AN EPIDEMIC.
THE VIRULENT THREAT 

that all the data remains on your systems – 
rendered unusable. 

Businesses – particularly SMBs that have limited 
resources – are struggling to cope with the 
ransomware threat. Carbonite’s data backup 
and recovery services are great for regaining 
access to data after a compromise, but they 
don’t help mitigate the potential for ransomware 
attacks. For that, your business needs a 
comprehensive approach to safeguarding 
devices and networks against ransomware, 
with backup and disaster recovery as the safety 
net – the last, best solution for recovery after 
data is corrupted. 

In this special guide, we’ll detail 
the ransomware problem – 
how it works and what it does 
to corrupt data, how you can 
help reduce your exposure to 

ransomware attacks, and how Carbonite and 
EVault’s market-leading backup and recovery 
solutions give you peace of mind.

Malware that encrypts a victim’s data until the 
extortionist’s demands are met is one of the 
most common forms of cybercrime. And the 
prevalence of ransomware attacks continues 
to increase. Cybercriminals are now using 
more than 50 different forms of ransomware 
to target and extort money from unsuspecting 
individuals and businesses. 

Ransomware attacks are pervasive. More than 
4,000 ransomware attacks happen every day, 
and the volume of attacks is increasing at a 
rate of 300 percent annually.1 According to an 
IDT911 study, 84 percent of small and midsize 
businesses will not meet or report ransomware 
demands.2  

No one is safe from ransomware, as it attacks 
enterprises and SMBs, government agencies, 
and individuals indiscriminately. While 
ransomware demands more than doubled in 
2016 to $679 from $294 in 2015, the cost of 
remediating the damage and lost productivity 
is many multiples higher.3 Ransomware is the 
equivalent of catastrophic data loss, except 

1 Symantec, 2016 Internet Security Threat Report, April 2016, https://www.symantec.com/security-center/threat-report.
2 IDT911, “Majority of American Business Owners Unlikely to Pay Off Cybercriminals in Ransomware Attack, Yet Lack Resources to Overcome Attack,” 
June 20, 2016, http://idt911.com/company/press-center/press-release/majority-of-american-business-owners-unlikely-to-pay-off.
3 Symantec, 2016 Internet Security Threat Report, April 2016, https://www.symantec.com/security-center/threat-report.

2CARBONITE: A CORNERSTONE FOR RANSOMWARE PROTECTION & RECOVERY | January 2017

http://www.the2112group.com
https://www.carbonite.com
https://www.symantec.com/security-center/threat-report
http://bit.ly/2eFH7BP
https://www.symantec.com/security-center/threat-report


Two types of ransomware have 
dominated the landscape over the 
past decade: 

Lockscreen, which has fallen 

out of fashion in recent years, 

displays a full-screen message 

to prevent access to an infected 

device unless a ransom is paid.

Encryption, which is the far 

more prevalent variety today, 

renders data files useless; it’s 

nearly impossible to recover fully 

from this kind of ransomware.

™

WHAT IS
RANSOMWARE?
A big challenge with ransomware is recognizing it. And that’s not easy for the 
average PC or mobile device user. 

A ransomware infection typically begins when an end user receives a bogus e-mail from an 
untrusted source and either opens an infected attachment or clicks on a malicious Web link. These 
e-mails are often cleverly crafted to look like legitimate business correspondence. They unleash
lightweight tools that enumerate the local system to find vulnerabilities – often in third-party
software – that can be further exploited.

Encryption ransomware, which encrypts every file it can find on hard drives and shared network 
drives, is such an effective attack because of how difficult it is to decrypt files without a key. 
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Case in point: CryptoLocker, a common ransomware code, uses RSA public key encryption to 
encrypt data. This particular variant mostly uses random 2,048-bit keys. Simply trying to guess 
the correct key is nearly impossible. Cryptographers estimate that, using such a recovery exercise 
on a standard x86 desktop computer, it would take 4,294,967,296 x 1.5 million years to find the 
right key.4 Essentially, there are fewer stars in the Milky Way than there are combinations of this 
encryption key.

Much of today’s ransomware is delivered by criminal syndicates that spend significant time 
researching victim organizations and their habits to develop customized messages that look and 
sound just like legitimate business communications. As criminals’ methods improve, simply training 
users to avoid or ignore these realistic messages is increasingly ineffective.

Hacker sends 

e-mails with

ransomware

payload

Unsuspecting 

user opens 

e-mail, executing

the payload

Ransomware 

of successful 

execution

Ransomware
code infects

files on hard drive
and network

shared drives Hacker sends
demand for

payment notice
to unlock files

Users face choice
of paying to unlock
files or not paying
and leaving files

encrypted and unusable

4 The brute-force attack described in this sentence is the mathematical calculation of using a standard x86 PC to crack a 512-bit cipher. Based on the 
number of potential key combinations, it would take 4,294,967,296 x 1.5 million years to crack the key with a conventional computer.
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A MENACING
MENU

Ransomware comes in an increasing variety of flavors, straining the capabilities and limiting the 
effectiveness of signature-based malware defenses. 

CryptoLocker

CryptoWall

TorrentLocker

Locky

CTB-Locker

TeslaCrypt

MSIL/Samas

Samsam

This is a ransomware sample that’s not widely used any longer.
It spreads via an e-mail attachment that, when executed, 
infects Windows-based systems. CryptoLocker (CL) is one of 
the earliest forms of widespread ransomware. 

Similar to its predecessor, CL, CryptoWall emerged in 2014 
and quickly became a top moneymaker for cybercriminals.

Attributed to the same malware authors that created CL, 
TorrentLocker started infecting systems almost as soon as CL 
was eradicated in 2014.

This innocuous-sounding malware came on the scene in 
early 2016 and was powered by the same powerful botnet 
responsible for the virulent Dridex banking Trojan.

Still popular with cybercriminals, CTB-Locker (CTB-L) was the 
first ransomware to use anonymizing Tor-based server control 
and added features such as auto-generated Bitcoin addresses 
for victims.

This virulent ransomware variant adds more file types to 
its attack list and actively works to thwart user blocking and 
remediation efforts by doing things such as scrambling locally 
stored recovery files.

New in 2016, MSIL/Samas ransomware uses well-known 
penetration testing tools to infiltrate systems and specifically 
targets health-care organizations. 

Self-propagating Samsam requires no end-user action. It 
scans for unpatched application servers running Red Hat’s 
JBoss products and compromises them via well-documented 
vulnerabilities.

TOP RANSOMWARE VARIANTS
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Ransomware is an expanding scourge on the digital landscape. The ransomware 
numbers speak volumes about how this new malware trend is impacting businesses 
and individuals.

2,315,931

$209M 
Ransomware costs to businesses in the first 
quarter of 20165

Number of global users affected by some type 
of ransomware, April 2015 to March 20166 

$333,000
Average total recovery cost per ransomware 
incident7

AFFECTS BUSINESSES
HOW RANSOMWARE

433%

$679 
Average ransomware extortion demand8 

Year-over-year increase in ransomware attacks 
on SMBs9 

76% 
Share of ransomware infections that come 
from spam10 

51%

72% 
Share of victims who could not access their 
data for at least two days11 

Proportion of business decision-makers that 
consider ransomware an “extreme concern”12

50
Number of new ransomware families released 
in the first half of 201613

40%

47% 
U.S. business organizations hit with 
ransomware in the past 12 months14 

Business victims globally that have paid the 
ransomware ransom15

28% 
Share of global ransomware infections that 
occur in the United States16 

5 Federal Bureau of Investigation, “Incidents of Ransomware on the Rise,” 
April 2016.
6 Ibid.
7 Ibid.
8 Symantec, “Ransomware and Business 2016,” May 2016.
9 Kaspersky Lab, “PC Ransomware, 2014-2016,” June 2016.
10 Ibid.

11 Intermedia, “2016 Crypto-Ransomware Report,” March 2016.
12 Ibid.
13 Trend Micro, “2016 Mid-Year Security Roundup,” August 2016.
14 Osterman Research, “Understanding the Depth of the Global 
Ransomware Problem,” August 2016.
15 Ibid.
16 Symantec, “Ransomware and Business 2016,” May 2016.
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ENCRYPTION
OF FILE SERVERS
Ransomware can compromise file servers and network-shared devices, potentially 
resulting in the secondary distribution of a digital pathogen. The majority of current 
ransomware variants are now powerful enough to enumerate network shares. If the 
ransomware infiltrates network shares, it will compromise data stored in online file-
sharing repositories such as Box, Dropbox, and OneDrive. These always-on resources 
afford no protection or recovery capabilities in the event of a ransomware infection. 
Moreover, you must take these services into consideration when crafting anti-
ransomware and recovery strategies.

In addition to compromising network shares, many of the newer ransomware variants 
also steal e-mail credentials and use them to generate legitimate-looking internal 
e-mails that spread the infection across the entire enterprise.

ENCRYPTION OF CORPORATE &
PERSONAL DOCUMENTS & DATA
The most obvious impact of a ransomware infection is the loss of access to important 
documents rendered unreadable by malicious and unauthorized encryption. Once 
a soft spot is discovered on a target network or endpoint, an exploit is executed 
to establish a command-and-control connection to the attacker’s remote server. 
Encryption keys are downloaded and the process of encrypting local files begins. 

Depending on the variety, ransomware targets dozens to hundreds of file types. Most 
every file extension that indicates user content, from .doc, .txt, and .jpg to .mp3, .html, 
.xls, and beyond, will fall prey to some variant of ransomware.

The damage is immediate. Compromised systems must be shut down and isolated 
from the network to avoid further infection. Work on the victim machines grinds 
to a halt. The targeted organization can attempt recovery by paying the ransom or 
by attempting to decrypt and restore files, but full recovery without the attacker’s 
decryption key or access to comprehensive data backups is nearly impossible.

Encryption ransomware wreaks havoc on individuals and businesses in three ways: 

1

2
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DISCLOSURE OF CONFIDENTIAL
INFORMATION DURING RESTORATION
Whether the victim deals directly with the attacker or simply writes off the data as lost, 
the business remains at risk of having its critical data exposed to unauthorized parties 
ranging from competitors to the Internet at large. If an attacker can encrypt files and 
decrypt them remotely, they can often access those same files through back doors 
opened by the ransomware.

3
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MITIGATING
RANSOMWARE RISK

Mitigating ransomware risk exposure begins with a diligent and comprehensive security 
strategy, inclusive of a business continuity and data recovery strategy.

Simply mirroring files to other connected, shared devices or synced cloud services offers no protection. 
Isolated, business-grade data backup solutions offer several key features that differentiate them 
from most cloud sync-and-share services and make them a vital cornerstone in any ransomware 
defense plan, including:

The ability to implement a hybrid protection system that combines 
backup to both on-premises and cloud-based servers. This industry best 
practice combines the speed of restoration from a local server with the 
added resilience of a redundant cloud system, should local data stores be 
compromised.

Granular control over the number of backup copies stored, as well as 
the length of time that data is retained. Flexible Recovery Point Objective 
(RPO) capabilities that set realistic parameters for availability of clean files 
ensure organizations can be adequately and efficiently protected from 
ransomware attacks.

The ability to set and maintain separate data retention policies for 
backups kept on-premises versus those housed in the cloud.

The ability to encrypt backup data both at rest and in motion to preserve 
the integrity of critical business information.

With those capabilities in hand, you can guarantee an effective step-by-step response to a 
ransomware infection that would begin with isolating the infected device from the network, 
eradicating the ransomware with a malware detection and removal tool, and initiating a restoration 
from clean backup files with an RPO that predates the time of compromise.
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Given the growing number of ransomware variants and attack vectors, the only truly 
safe organization is one with a robust strategy for backup and recovery in the event 
of compromise.

DEFENSE
CRAFTING RANSOMWARE

Businesses have several options in developing and providing a holistic defense that can greatly 
minimize the risk of infection and degree of damage. A blend of fundamental defensive solutions 
and technical controls can mitigate current and future ransomware threats.

Ransomware Defense Solution #1: Asset inventory and data classification
How It Contributes: You can’t defend what you don’t know about. A strong security posture against 
ransomware – or any other security threat – begins with a comprehensive IT asset inventory and a 
thorough examination of the various kinds of data, from the critical and sensitive to the mundane, that 
require protection.

Ransomware Defense Solution #2: Endpoint anti-malware protection
How It Contributes: These signature-based tools afford some basic protection from the most popular 
ransomware variants, but only if they’re implemented beyond basic workstations to include servers, tablets, 
and smartphones. Without comprehensive anti-malware coverage, ransomware can find its way into the 
local network and infect servers and shared files. 

Ransomware Defense Solution #3: Advanced malware and network-based protections
How It Contributes: Advanced defenses that employ heuristics to examine user and network behavior, 
along with network defenses that inspect traffic for indicators of attack and compromise, provide 
formidable protection against even the most virulent ransomware strains.

Ransomware Defense Solution #4: Application whitelisting
How It Contributes: Allowing only known-good executables on the local system can eliminate most 
ransomware’s ability to establish command-and-control connections and implement rogue processes.

Ransomware Defense Solution #5: Vulnerability assessments
How It Contributes: External and internal vulnerability assessments and penetration tests provide insight 
into vulnerabilities that facilitate ransomware infections. These tests should examine not just network 
endpoints but all facets of your Web presence, which can also harbor vulnerabilities susceptible to 
infection and exploitation.

Ransomware Defense Solution #6: Security awareness training
How It Contributes: Users are the first and last layer of protection when it comes to ransomware. Training 
must go beyond simple policies, with engaging exercises that demonstrate the value of recognizing 
and avoiding phishing e-mails. Security awareness training is also not a one-and-done solution. Regular 
refreshers, updates, and custom classes for different user levels – from entry-level to executive – are the 
hallmarks of successful programs.

10CARBONITE: A CORNERSTONE FOR RANSOMWARE PROTECTION & RECOVERY | January 2017

http://www.the2112group.com
https://www.carbonite.com


VENDOR       PRODUCT          FUNCTION

Asset Inventory & Data Classification
Covertix
www.covertix.com

Digital Guardian
www.digitalguardian.com

LANDESK
www.landesk.com

SolarWinds
www.solarwinds.com 

Spiceworks
www.spiceworks.com

Spirion
www.spirion.com

BitDefender
www.bitdefender.com

Intel Security 
www.intelsecurity.com

Kaspersky Lab
www.kasperskylab.com

Malwarebytes
www.malwarebytes.com

Sophos
www.sophos.com

Symantec
www.symantec.com

Trend Micro
www.trendmicro.com

Covertix

Data Visibility and Control

LANDESK IT Asset 
Management Suite

User Device Tracker

Spiceworks Inventory

Spirion

• Antivirus Plus 2017
• Total Security Multi-

Device 2017
• Internet Security 2017

Endpoint Protection 
Essential for SMB

• Kaspersky Small Office
Security

• Total Security for
Business

Endpoint Security

Intercept X

Symantec Endpoint 
Protection

• Trend Micro Lock
Screen Ransomware
Tool

• Trend Micro Crypto-
Ransomware File
Decryptor Tool

Features include the ability to identify where data resides, 
control access to data, and classify data for access 
rights and protection levels.

Identifies the locations of PII, PCI, and PHI data and 
how it’s being used without pre-defined policies. It also 
delivers device control and encryption. 

Complete suite of tools to discover, track, and manage 
network-connected devices.  

Enables the identification and tracking of devices when 
they are connected to a network. 

Free tool for discovering and managing devices, 
software, cloud services, user info, and data.

Tools for identifying, self-classifying, and automatically 
classifying data traversing a network.

Antivirus and anti-malware endpoint software that 
includes ransomware protection capabilities. 

Provides comprehensive endpoint antivirus and soft-
firewall protection for SMB-level organizations. 

Antivirus packages that provide comprehensive threat 
mitigation against malware, ransomware, and data loss.

A comprehensive package that includes Malwarebyte’s 
Anti-Exploit tool for combating ransomware and 
safeguarding data.

Endpoint security that prevents unauthorized execution 
of encryption.

Security software coupled with cloud-based threat 
intelligence that detects and blocks attacks, including 
ransomware.  

Tools help reverse lockouts and decrypt files of certain 
ransomware variants. 

Endpoint Anti-Malware Protection

™

SECURITY BUYERS’ GUIDE TO
RANSOMWARE PROTECTION
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VENDOR       PRODUCT          FUNCTION

Carbon Black
www.carbonblack.com

Cisco
www.cisco.com 

FireEye
www.fireeye.com

Lumension
www.lumension.com

Microsoft 
www.microsoft.com

Beyond Security
www.beyondsecurity.com

Hewlett-Packard Enterprise 
www.hpe.com

Rapid 7
www.rapid7.com

SAINT
www.saintcorporation.com

Tenable
www.tenable.com

Tripwire
www.tripwire.com

KnowBe4
www.knowbe4.com

NINJIO
www.ninjio.com

PhishMe
www.phishme.com

Cb Endpoint Security 
Platform

Ransomware Defense

FireEye Network Security 
(NX)

Application Control

AppLocker

AVDS Vulnerability 
Assessment and 
Management

HP WebInspect

Nexpose

Vulnerability Assessment 
Services

Nessus

IP360

Security Awareness 
Training

Global Social Awareness

PhishMe Simulator

Advanced Malware & Network Based Protections
Provides comprehensive endpoint security detection, 
prevention, and remediation of online threats, including 
ransomware.

Architecture-based products and services that detect 
and stop ransomware infections from the endpoint to the 
application layer.

Network-level appliances that detect and isolate threats 
through advanced analysis and sandboxing techniques.

Flexible whitelisting application that blocks unauthorized 
applications independently of antivirus software.

A standard feature in Windows 7 and higher, and 
Windows Server 2008 R2, that enables an organization 
to specify which users or groups can run specific 
applications.

Network vulnerability assessment suite designed to 
identify vulnerabilities with the fewest number of false 
positives.  

An automated Web-application tool that mimics real-
world hacking techniques and attacks, enabling thorough 
analysis of complex Web applications and services for 
security vulnerabilities.

Vulnerability assessment tool that provides trackable data 
and risk profiling for measuring remediation effectiveness.

Vulnerability and penetration testing for security posture 
improvement and audit and compliance needs. 

Scanner and scanning management tool for discovering 
vulnerabilities at the operating system to application 
layers. 

Discovers and inventories assets connected to the 
network, scans for vulnerabilities, and reports security 
status.

Web-based training program designed to help users 
and managers understand security threats – particularly 
phishing attacks.

Security awareness through animated videos created 
after major incidents to capture users’ attention and instill 
higher levels of understanding.  

A behavior simulator that teaches users to identify and 
resist phishing attacks. 

Application Whitelisting

Vulnerability Assessments

Security Awareness Training

™
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BEST PRACTICES TO MITIGATE RANSOMWARE

EXPOSURE

Require strong, complex user passwords that are changed at least every 
90 days. Lock accounts after a set number of failed log-in attempts. Protect user 
systems with screen locks and automatically lock users out after a defined period 
of inactivity.

Eliminate most local administrative rights, applying the principle of 
“Least Privilege” to all systems and services. Restricting these privileges can 
prevent ransomware from running or limit its ability to spread through the 
network.

Apply sound patch management strategies to close vulnerabilities in 
operating systems and apps, particularly third-party applications from vendors 
such as Oracle (Java) and Adobe. Vulnerable applications are the target of most 
attacks, so ensuring the latest updates will reduce the number of entry points 
available to a ransomware attacker.

Enable host-based anti-exploitation features such as Microsoft 
Enhanced Mitigation Experience Toolkit (EMET) to monitor, log, and disable 
processes related to common memory-exploitation techniques such as buffer-
overflow attacks.

Tag all e-mails originating from outside the client organization with 
“[EXTERNAL]” in the subject line to thwart targeted phishing attempts that spoof 
the organization’s domain.

Disable auto-run features for external media and disable macros in 
Microsoft Office documents attached to messages from external senders. Scan 
all software downloaded from the Internet prior to executing.

Have an incident response plan with formally documented procedures 
that all of your key players (management, PR, legal, etc.) are familiar with and 
involved in on an ongoing basis. The plan should outline specific steps to be 
taken when ransomware is discovered, including individual responsibilities, 
business-unit jurisdictions, and alternate workflow contingencies.

In crafting comprehensive ransomware defenses, you can augment these 
backup, recovery, mitigation, and avoidance solutions with some basic controls 
not dependent on vendor point solutions, but rather on sound, fundamental 
information security practices. 
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Businesses often make the mistake of 
thinking they’re not an attractive target 
for ransomware criminals. When you talk 
to IT professionals that have experienced 
a ransomware attack, the majority say 
they believe their businesses were 
specifically targeted. The top reason 
ransomware-attacked businesses 
refused to pay a ransom is they had a full 
and accurate backup.

PROTECTION
PLAN

Defending your company from ransomware can 
be challenging. But with the right mix of point 
solutions, fundamental controls, and a strong, 
disciplined data backup strategy, your business 
can be highly resistant to – and eminently capable 
of recovering from – this burgeoning scourge.

Establishing an effective 
ransomware protection 
policy follows a 
common set of steps.

Step 1: Raise User Awareness
While reports of ransomware are widespread, 
rank-and-file end users are unaware of the 
threat posed by this malware. Many end 
users incorrectly believe they’re not at risk of 
ransomware, thinking enterprises are juicier 
targets. End users need to have all of the facts 
about ransomware – that it takes only one click 
on an e-mail attachment to lose their data and 
halt their operations. Moreover, SMBs are highly 
susceptible to security disruptions. 

Step 2: Assess Your Security Posture
Bulletproof security is a practical impossibility. 
Within the realm of possibility is crafting a 
security architecture that minimizes risk 
exposure resulting in ransomware breaches. 
You should take the opportunity to review the 
security precautions employed by your business. 
This means reviewing the operational posture, 
the security technologies employed, and the 
policies and procedures practiced to safeguard 
data and respond to incidents. (Included in this 
guide is a sample security assessment checklist.)

Step 3: Close Gaps
Based on the security assessment, work to plug 
the holes in your infrastructure. Deploy and 
configure the security products and services 
needed to deliver an adequate level of protection 
against the most common threats and risks. A 
synergistic security strategy employs layers of 
security technologies to form overlapping levels 
of protection. Through this “defense-in-depth” 
and interlocking strategy, you will have a better 
chance of deflecting, detecting, and responding 
to ransomware attacks than if you had a porous 
infrastructure. 

Step 4: Establish Policy and Procedures
Security technology is only a part of the 
protection strategy. You need to develop security 
policies and procedures. Security policies set 
operational and performance expectations 
and standards, as well as provide the means 
for reviewing security effectiveness. Within 
the security policy should be procedures for 
performing security checks, maintaining security 
readiness, implementing training schedules, and 
putting in place incident response measures. 

Step 5: Monitor and Support
Threats are constantly changing, and many SMBs 
don’t have the resources to manage their security 
infrastructures effectively and consistently. 
With security monitoring and management 
services, you can remain up-to-date on security 
policies, technology configurations, and incident 
responses. 



DEVELOPING A RANSOMWARE
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BACKUP & RECOVERY TO FIGHT RANSOMWARE
EVAULT:
Businesses of all sizes have been forced to pay ransomware distributors to unlock their 
critical business data. But owners of small and midsize businesses who invest in EVault 
backup and recovery technology can restore and recover files from a point in time 
before machines are infected—and avoid costly payments to cybercriminals.

EVault centralizes the management of backup and recovery for all servers distributed throughout 
your organization, including remote and branch office locations. With support for more than 
200 applications and operating systems, EVault ensures you’re able to quickly restore all of your 
company’s data in the event of a ransomware attack – or any other threat to data, such as a power 
outage, flood, or fire.

EVault offers a variety of flexible deployment options to protect complex environments, virtual 
machines, remote offices, and distributed networks.

The most comprehensive and effective backup and disaster recovery strategies include local 
backup for speed of recovery, and cloud backup for off-site protection. EVault hybrid backup 
combines best-practice cloud and local backup as an integrated solution and delivers it as-a-
service. EVault subscriptions include appliances, software, and a full year of version history in the 
cloud for an unlimited number of servers. 

A backup solution is just one element of a complete BCDR plan. EVault’s professional services team 
can help you develop a comprehensive BCDR strategy, including planning, testing, and reporting. 
If your business experiences any disruptions, EVault’s team will perform a failover that spins up a 
virtual server and provides access to your data. 

For businesses that prefer a cloud-only strategy, EVault offers direct-to-cloud backup solutions. 
And you can move data to the cloud with EVault data transfer services. EVault data transfer 
services allow customers to avoid seeding over the wire or extending bandwidth utilization in the 
case of very large transfers. The power and flexibility of EVault’s technology are also available to 
customers looking to run backup solutions within their own private networks. EVault software can 
be licensed for use on customer-provided hardware, or purchased in conjunction with EVault-
specified and -tested appliances.

Backup and recovery technology is essential to protect critical business data against a wide range 
of threats. In the battle against ransomware, EVault allows small businesses to turn back the clock 
to a point in time before an attack—and restore normal operations without the risk of extended 
downtime or data loss.
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To mitigate ransomware attack exposure, you should employ specific preventive 
measures, including the following:

CHECKLIST
RANSOMWARE PROTECTION

Develop a professional-grade data backup and recovery plan 
for all critical information.

Regularly test business continuity and disaster recovery 
(BCDR) plans to limit the impact of ransomware infection  
and expedite recovery.

Use application whitelisting to prevent unapproved software 
from running.

Keep operating systems and software patched.

Restrict users’ ability to install and run unauthorized software.

Disable macros in e-mail attachments.

Train users to avoid clicking on unsolicited or untrusted Web 
links in e-mails. 

Have a plan to respond to ransomware, and update that 
plan regularly.
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Carbonite (Nasdaq:CARB) is a leading provider of cloud backup and restore solutions for small and 
midsize businesses. Together with our partners we protect millions of devices and their valuable 
data for businesses and individuals around the world who rely on us to ensure their important data 
is secure, available and useful.

Learn more at www.carbonite.com.

ABOUT
CARBONITE

The 2112 Group is a business strategy firm focused on improving the performance of technology 
companies’ direct and indirect channels through our portfolio of market-leading products and 
services. We leverage proprietary intelligence with qualitative research, market analysis, tools, and 
enablement programs. Our industry experts approach each engagement by applying innovative 
solutions customized to meet the needs of our clients. By looking at the technology market from the 
viewpoint of vendors, partners, and end users, 2112 is uniquely positioned to develop go-to-market 
strategies that are beneficial to all parties from both a channel and enterprise perspective.

Learn more at www.the2112group.com.

ABOUT
THE 2112 GROUP
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Successful IT disaster recovery is about building a good foundation 
for business resilience. This involves planning, preparing, and 
implementing solid IT management practices. If you want to enable 
resilient, available, and recoverable data that meet your business 
continuity requirements, our  Disaster Recovery consultant 
services can help. Contact us today if you need help developing a 
DR plan or if you need consulting for your security requirements.

http://www.the2112group.com
https://www.singlepointoc.com/contact/



