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1. Beyond Pokémon Go
Who could have predicted the wild success of Pokémon Go? Coming out of nowhere the location-
based augmented reality game became the most popular game in mobile history after only 5 days. This 
viral craze has claimed 25 million daily users in the U.S. and surpassed Facebook and Twitter in average 
daily usage. However, alongside the impressive stats come the news headlines of security and privacy 
breaches, demonstrating that popular apps don’t come without strings attached. 

Unexpected Network Challenges Can Put Your Business at Risk
Pokémon Go is not unique, but it does provide us with the perfect example of what can happen when 
the “app du jour” hits, alerting enterprises to the fact that they need to be prepared for the potential risks 
of any app installed on a personal device that’s used for work. Across all industries, any app comes with 
real implications for BYOD businesses and the IT network professionals that must deal with the wake of 
threats to corporate resources including:

• Taking network bandwidth away from mission-critical business applications

• Security risks to company-approved devices and corporate information

• Reduction in employee productivity and performance

Prepare Your Network for Tomorrow’s Challenges … Today
Today it’s Pokémon Go, but what tomorrow will bring is anyone’s guess. With the amount of users, 
devices and applications on today’s business-critical Wi-Fi networks, network visibility is no longer 
enough. BYOD environments need to be armed with actionable analytic insights that enable control of 
every application before bandwidth, performance, employee productivity or security is impacted. Having 
a	dynamic	and	flexible	infrastructure	in	place	that	can	provide	visibility	and	control	over	the	entire	wired	
and wireless network, including all devices and applications, should be a core competency of modern 
networks.

This	eBook	will	explain	and	show	how	the	ExtremeAnalytics	Platform	uses	the	industry’s	first	
flow-based	technology	to	deliver	unprecedented	network	application	insights	for	every	network	
environment to help enterprises understand, see and control what is on the network today and 
prepare for tomorrow’s BYOD threat.

By providing the ability to put our ExtremeAnalytics into action, we enable the network to be a valuable 
business asset that allows you to:

• See,	understand	and	control	enterprise	and	mobile	app	usage	on	the	network	–	at	the	unified	wired
and wireless edge and from the data center to the mobile edge

• Identify popular application activity and contain the viral entity of certain apps before network
bandwidth, performance, employee productivity or security is impacted

• Take actions to enable, eliminate, permit and prioritize applications without degrading wireless
performance
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2. Better Together – Visibility and Control
Peanut butter and jelly… Cookies and milk… Bread and butter… Sure you can have one without the 
other, but let’s face it; some things are just better together. That’s our approach to network visibility and 
control. It’s nice to be able to see all the people, devices and applications on your network, but wouldn’t 
it be better if you could apply policy to control it all? Now that would be analytics in action, and that’s 
exactly what we enable.

Extreme Networks is currently the only network provider on the market that provides a complete 
mobility solution that allows you to see, understand and control everything on your network with our 
ExtremeAnalytics Platform. ExtremeManagement and ExtremeAnalytics work together to provide you 
with	a	unified,	single	pane	of	glass	view,	of	your	entire	infrastructure	and	insight	into	the	users,	devices	
and applications running on it. But that’s not where the story ends. We then give you the power to control 
it	all	at	the	ExtremeWireless	access	point	(AP).	That’s	the	Extreme	Difference.

Visibility That’s Controlled at the Wireless AP
Extreme’s Application Analytics intelligence provides IT with the visibility and control of applications 
across all parts of the network, from the wired or wireless edge all the way through the core and 
datacenter,	as	well	as	application	traffic	from	the	enterprise	to	the	private	or	public	cloud.

With	the	unique	capability	to	control	network	traffic	at	the	wireless	AP,	ExtremeAnalytics	technology	
has	moved	beyond	providing	visibility	of	network	traffic	and	application	performance.	Not	only	do	you	
have the ability to see who is on the network, where they are, what device they are using and what 
applications	they	are	running,	but	you	can	also	control	traffic	where	users	are	connecting	–	right	at	the	
physical wireless AP. 

Our technology gives you the ability to centrally create Layer 7 application security policies and  
push these down to the AP to control the apps running on your network. When an unforeseen app, 
such as Pokémon Go, comes onto the network and threatens to take bandwidth away from high-priority 
business apps, you can take immediate action to maintain the performance and security of  
your network.

Transformative Technology that Delivers Extreme Control
When an application hits your network, ExtremeAnalytics provides you with the ability to not only see 
it, but to make decisions on how you want to handle it. Maybe you want to enable it. Maybe you want 
to prioritize it over all other applications. Maybe you want to eliminate it all together. No matter what the 
business requires, we give you the control that enables you to handle whatever tomorrow brings with 
technology	that	is	extremely	different	and	transforms	the	way	you	view,	manage	and	control	 
your network.
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Extreme’s	contextual	policy,	customized	application	fingerprinting	and	AP	flow-based	technology	offer	
our customers a technology trifecta that can’t be found anywhere else:

Policy that Puts You in Control
Our	contextual	policy	goes	beyond	the	traditional	definition	of	control.	When	other	vendors	
talk about “control” they are talking about the ability to deny applications. When we talk about 
control	we	are	talking	about	the	ability	to	allow,	deny,	rate	limit	and	prioritize	network	traffic	based	
on policy parameters like who, what, when, where and how. Our unique policy framework is a 
business	enabler	that	allows	you	to	decide	how	you	are	going	to	respond	to	the	traffic	that	is	on	
your network. You don’t have to eliminate one app to make another one work better. With Extreme 
policy you can prioritize business apps while still making sure that other non-business apps work. 
Now that’s real control.

Permit or Deny Applications On the Fly
As	part	of	ExtremeAnalytics,	our	open	fingerprint	technology	provides	deep	packet	inspection	
(DPI)	and	gives	IT	access	to	our	fingerprint	database	consisting	of	10,000	plus	application	
fingerprints,	and	growing.	IT	can	customize	existing	fingerprints	or	add	their	own	specialty	
fingerprints	to	this	database.	ExtremeWireless	APs	directly	support	over	3,000	HTTP-based	
application	fingerprints,	allowing	you	to	track,	analyze	and	adjust	your	network	based	on	new,	
and sometimes viral, applications by giving you the power to contain the viral entity of apps like 
Pokémon Go and limit the potential risks to your network. We have added our DPI analytics engine 
to our wireless APs enabling application visibility and control right at the network edge.

ExtremeWireless APs Directly Support Over 3,000 HTTP-Based 
Application Fingerprints

Because the unknown is always just around the corner, we allow customers to write their own 
customized	fingerprints	at	the	AP.	Whether	you	choose	to	manage	our	wireless	APs	on-premise	
with ExtremeManagement or through ExtremeCloud, the APs are the same and therefore use the 
same	firmware	and	DPI	engine,	so	the	same	fingerprint	technology	is	compatible	with	the	cloud.	
Whether you are an on-premise campus customer or a cloud customer with distributed sites, all 
enforcements can be done right at the AP. This gives you the power to customize your analytics 
database to identify the number of devices on your network using a certain application and then 
make	the	decision	to	permit,	prioritize	or	deny	on	the	fly.

Unlimited Policies and Unlimited Performance 
Our	wireless	APs	are	powered	with	Extreme	flow-based	technology	which	allows	you	to	write	
the policies you need without having to worry about degrading the data handling performance of 
the	AP.	This	is	extremely	different	from	the	packet	processing	technology	that	other	networking	
vendors rely on. With packet processing, every packet requires a CPU look up before it can exit 
the	AP.	More	traffic	means	more	packets	and	more	packets	means	a	slower	AP.	

With	our	flow-based	architecture	that	doesn’t	happen.	Only	the	first	packet	of	a	conversation	
is	looked	up,	then	all	subsequent	packets	of	that	flow	are	sent	through	the	fast-path.	With	no	
CPU	look-ups,	you	have	a	much	faster	AP	at	scale.	In	a	nutshell:	We	offer	our	customers	all	
the technology to see, understand and control the network, yet when the load on the network 
increases,	performance	is	maintained.	The	bottom	line?	With	Extreme	flow-based	technology	you	
can have your cake and eat it too.
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3. Actionable Analytics For Every App
The Extreme technology that is built into our Analytics Platform enables all types of businesses in 
every industry to take control of their network with actionable insights into network users, devices and 
applications.	In	a	K-12	environment	it	may	be	prioritizing	online	testing	and	deprioritizing	YouTube	
when students shouldn’t be using it. In higher education it may be allowing the use of Facebook in 
certain campus locations but deprioritizing it in the classroom. In a hospital environment where patients, 
guests, clinicians and life-critical medical devices share the air it may mean prioritizing medical devices 
and	clinical	applications,	while	still	ensuring	that	popular	guest	and	patient	apps	like	Netflix	still	work.	
In a corporation it may be enabling and prioritizing a new email platform or business application like 
Salesforce.com.

Putting it all Together — Using ExtremeAnalytics to Take Control 
of Your Network Environment
ExtremeAnalytics gives you the visibility to see what apps are on your network and the control to  
decide what action you are going to take. The following enterprise network scenario uses Pokémon Go 
as an example to help demonstrate the type of actions IT can take when an unforeseen app comes  
onto the network.

Find It — You’ve heard all the buzz around the latest mobile game Pokémon Go and you’ve 
seen employees wandering the campus grounds in search of Pokémon. How can you tell how 
many employees are using your corporate network to get their game on? If you have Extreme 
Networks Wi-Fi, your network manager can easily see if anyone is using Pokémon Go on the 
network.

Eliminate It — Let’s say you’ve decided that the high volume of employees using this app 
poses a threat to the security of your network with the potential to rob bandwidth from business-
critical apps. You can say “No” to Pokémon Go and shut down all usage of the app by denying 
users access. It’s as simple as logging into wireless or cloud network management and writing a 
policy	at	the	AP	or	creating	a	custom	fingerprint	to	detect	the	app.	

Enable It — Let’s assume it’s just been brought to your attention that the CEO of your 
company is a gamer and wants to be able to play Pokémon Go when he gets a break from the 
action.	Our	contextual-based	policy	lets	you	make	different	decisions	on	the	same	app	based	on	
who the user is. You can allow your CEO access to the app and deny everyone else. You could 
even	decide	to	allow	him	to	use	the	app	only	when	he	is	in	the	Toronto	office,	but	not	while	in	the	
Boston	office.

Prioritize It — For the sake of example, let’s say you’ve now decided that the most important 
thing in your business today is to enable Pokémon Go on your network. You can prioritize it 
above all other apps to ensure it gets the full bandwidth it needs to deliver higher performance 
and guarantee a great user experience.

On the other hand, maybe you want employees to be able to use Pokémon Go as long as it 
doesn’t impact the performance of key business apps. ExtremeAnalytics allows you to prioritize 
other apps over Pokémon Go, while still allowing employees to use the game.

As	you	can	see,	our	ExtremeAnalytics	technology	can	be	used	to	find	and	control	applications	on	 
your network, and help you to balance and prioritize apps to ensure that the business-critical ones get 
the bandwidth they need. With this type of control everyone’s needs are met and more importantly  
your business stands ready to address the network challenge of the day and the ones that tomorrow  
will bring.
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4. ExtremeAnalytics — The Only Choice
for Complete Visibility and Control
Because	no	one	knows	what	tomorrow	will	bring,	enterprises	need	a	dynamic,	flexible	infrastructure	
that	can	be	fine-tuned,	tweaked	and	adjusted	when	something	new	happens	that	has	the	potential	to	
damage the network or take bandwidth away from business-critical apps. When Pokémon Go started 
popping up on networks everywhere, no one knew that this would be the problem they would be forced 
to face tomorrow. Pokémon Go is now a known network challenge of today, but what if tomorrow a new 
device	or	app	comes	along?	If	you	have	our	flexible	network	architecture	in	place,	you	would	simply	add	
a new policy to the infrastructure and move on. As your business requirements change, there is never a 
need to un-do, re-do or tear down your existing network – your Extreme network is future-proofed.

The ExtremeAnalytics Platform is the only technology solution available today that provides a total 
mobility	solution	to	give	you	complete	visibility	and	control	over	your	Wi-Fi	network.	As	the	Official	
Wi-Fi and Analytics provider of the NFL our wireless technology has been proven to work in the most 
challenging and demanding of environments. If moving beyond network visibility to getting the control 
to analyze, prioritize and secure your network to enable BYOD, guest access and IoT without degrading 
performance is important to you, the only choice is Extreme Networks. 

Learn more about how our ExtremeAnalytics Platform can prepare you to control the unknown with 
“extreme” technology that is proven, flexible, and future-proofed.

Extreme Application Analytics

Extreme Access Control

Extreme Management Center

Learn More

Single Point of Contact has been consulting businesses with their network and security requirements 
for almost 20 years. From the perimeter to the end point, Single Point of Contact can help with integrating, 
monitoring and managing Extreme Network devices. Contact us today and our consultants will help 
determine if this is the right fit for you firm. Email or call us at 800-791-4300.
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