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All it takes is one click. For a phishing attack to be 
effective, it takes only one person at your company 
to click on a link or open an email attachment for 
a full-scale attack to launch. Some phishing emails 
contain malware that launches ransomware attacks. 
Some ask for key identifying information. Some 
then use that information to impersonate company 
officers to get important information or money 
transferred. Whatever the end result, phishing is 
an effective method for cybercriminals to get the 
information they want, and it’s important for you and 
your employees to understand how they do it.  



4     Phish Tales: Cautionary Stories for Businesses 5  

Percentage of businesses experiencing phishing attacks138%

What Is Phishing?

Phishing is an attempt to obtain sensitive information, such as usernames or passwords, in order to use the 
information for malicious purposes. Phishing is usually carried out by email and often uses fear, familiarity or 
intimidation to get the user to open an attachment, click on a link or visit a web site that hosts malware. By 
doing this, they can get employees to launch malicious files on their computers, attacking an entire network 
or gaining access to highly sensitive company information without the user realizing it. Corporate employees 
are particularly vulnerable since they are an easy entry point to sensitive data.

Spearphishing

Spearphishing targets an email or electronic communication towards a specific individual in an organization 
in order to gain access to a network or to steal sensitive information. The email uses clever tactics to get the 
victim’s attention, such as personalizing the message to make it look like it comes from a trusted source or 
directing them to a site that they often visit. Like phishing, the victim is instructed to open an attachment or 
click on a link. 

When this method targets top executives, it is known as whaling, because its goal is to access the files of a 
senior company officer. Many employees, even executives, are not aware of this type of attack that would 
target them directly, and they need to be educated on what to look for and what to avoid. 

1. Global IT Security Risks Survey 2017 from Kaspersky Lab and B2B International

2. The Great Bank Robbery: the Carbanak APT

PHISH TALE

One of the most notorious phishing attacks was the Carbanak attack of 2015. It operated by 
sending a spearphishing email to a bank employee, which contained malware that enabled 
them to launch an exploit and steal credentials. They had several methods of cashing out. In 
one method, ATMs were instructed to dispense cash without any interaction with the ATM 
itself, and mules would then collect the cash. In another method, they transferred money 
out of the organization and into criminals’ accounts through the SWIFT banking network. 
The criminals also created fake accounts with a relatively high balance with mules collecting 
the money. All told, the scam managed to collect $1 billion, and it all began with emails to 
employees that launched an exploit.2

Social engineering

All phishing attacks are a form of social engineering, which is designed to lure unsuspecting users into 
revealing confidential data. Some attacks rely on actual communication with the victim, often using fear or 
anxiety to pressure the user into granting them access to the network. Social engineering can come in the 
form of emails, phone calls or other electronic communication. They usually prey on people’s emotions, 
making them think that they have made a terrible mistake that needs correcting or that they have a serious 
problem that needs attention. Often, they prey on the user’s lack of knowledge to make them think that the 
problem is too technical for them to understand. In all cases, they try to make the recipient think that they 
cannot refuse the request. 

What can you do to protect your company? 

Education is the key. Many employees don’t realize what an important role they play in protecting their 
company. With any phishing or social engineering attack, all cybercriminals need is a few pieces of 
information, such as name, date of birth or address, to gain access to multiple networks. From there, it’s just a 
few simple steps to reset passwords and gain unlimited access. With the vigilance of your employees, you can 
protect your company from an initial entry into your network. 

https://securelist.com/the-great-bank-robbery-the-carbanak-apt/68732/


Average financial impact of a phishing or social engineering 
attack on an SMB

Average financial impact of a phishing or social engineering 
attack on a large enterprise3 

$101,000

$1.3 million

Phishing affects businesses of all sizes
Whether yours is a large company with thousands of employees or a small company of a few dozen, cybercriminals don’t 
really care as long as they can get valuable information or money from you. 

What they know—and most businesses don’t realize—is that companies of any size can be a portal to highly sensitive data. 
For example, perhaps yours is a small service company that has large Fortune 500 companies as clients. A cybercriminal 
need only send an invoice with malicious script in it, convince your accounts payable people to open the attachment, and 
they’re in. The malware downloads and your network is infiltrated. They can then start searching around for your client’s 
credentials or correspondence with them to learn about your interactions. The biggest hurdle they have to overcome is an 
employee’s reluctance to open the attachment, which is surprisingly easy to do with a well-crafted email. 

Early in 2017 just as tax season was underway, the Internal Revenue Service warned of an evolving W-2 scam that targeted 
businesses of all sizes and even some school districts. According to the IRS, cybercriminals sent emails to payroll and 
human resources departments that appeared to be from the organization’s executive, requesting a list of all employees 
and their W-2 forms. Then the cybercriminals followed up with an executive email to the payroll or comptroller, asking 
that a wire transfer be made to a certain account. Because the wire transfer scam was coupled with the W-2 scam, some 
companies lost both employees’ W-2s and thousands of dollars due to wire transfers.4

It is stories like these that illustrate how cybercriminals do not discriminate in their phishing frauds. And because phishing 
is the third most common attack vector for all business segments,5 then all businesses need to have this on their radar and 
be prepared for it through multiple layers of defense, which includes educating employees about these scenarios. 
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4. IRS warns on ever-changing “dangerous W-2 phishing scam” 
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In July of 2017, a new type of phishing scam targeted small businesses. More than 3,000 
businesses received spam email with “Shipping Information” in the subject line. The email 
claimed that there was a delivery coming from UPS and included a seemingly innocuous 
tracking link. The link contained malware and released malware that infected the networks 
of many small businesses. 
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https://www.networkworld.com/article/3164946/security/irs-warns-on-ever-changing-dangerous-w-2-phishing-scam.html?idg_eid=9c576a8e1ca9f5797c8325486fbce696&utm_source=Sailthru&utm_medium=email&utm_campaign=NWW%20Security%20Alert%202017-02-03&utm_term=networkworld_security_alert


Businesses who feel that crypto-malware represented a serious 
threat to their business646%

Phishing opens the door to ransomware
If you’re worried about ransomware attacks, then you should worry about where ransomware attacks often 
start—through phishing emails. 

This was the case with Locky, a Trojan that was first discovered in February 2016 and quickly became one of 
the most prolific distributors of ransomware. Cybercriminals sent out mass mailings with malicious loaders 
attached to spam messages. Initially, the messages contained an attached file with a macro that downloaded 
the Locky Trojan from a remote server and executed it. Cybercriminals requested payment in bitcoin and even 
gave helpful hints about where to get the cryptocurrency. Unlike other forms of ransomware, Locky’s creators 
were intent on gathering statistics from each infection, presumably to continually improve their product.

According to KSN data, Kaspersky Lab products have blocked Locky attacks in over 100 countries around 
the world. Because Locky was so widespread and effective, researchers believe that this is a model that 
cybercriminals will continue to follow.

In Verizon’s 2017 Data Breach Investigations Report, they noted that 1 in 14 users were tricked into following 
a link or opening an attachment, and 95% of phishing attacks that led to a breach were followed by some 
sort of software installation. While this represents a broad threat to many businesses, the good news is that 
by stopping phishing attacks, you can also protect your company from many ransomware attacks. Since the 
two often go hand-in-hand, educating your employees on what phishing emails look like and using a security 
solution with anti-phishing protection will help you shore up an important line of defense for your company. 

6. Global IT Security Risks Survey 2017 from Kaspersky Lab and B2B International
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In 2017, cybercriminals breached Equifax, one of the nation’s largest credit reporting 
agencies, and stole social security numbers, birthdates, addresses and credit card numbers of 
143 million people. The company set up a site to assist data breach victims but inadvertently 
tweeted out the wrong URL, sending victims to a phishing site instead of the actual Equifax 
breach site. The mistake was a simple one, with a URL that was similar to the real site but 
spelled slightly differently. The fact that cybercriminals immediately set up a fake phishing 
site, knowing they would capture people is indicative of how widespread the issue of 
phishing is and how easy it is to implement. 
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How can you protect your business? 
Now that you understand how phishing threatens businesses, you should take certain concrete steps to 
protect your company. 

• Do not have a list of all employees on your company website. Cybercriminals do their research, and
guessing at your company’s email address protocol is one of the ways they send phishing attacks.

• Regularly scan the internet for exposed email addresses and/or credentials. Do your homework and
figure out what your company’s digital footprint looks like.

• Educate users about the dangers of leaving too much information on social media sites. Because
many people do not have very secure privacy settings, this is another way that cybercriminals can get
information on your company.

• Practice simulated spearphishing attacks on employees to raise awareness. Like a good sports teams, the
more drills you practice, the better your team will be when a real attack happens.

• Keep your system and programs updated. Software companies routinely send out patches and updates.
It’s important to do these regularly, because cybercriminals can often breach a system by exploiting these
vulnerabilities.

• Install a reliable security solution. Activate all the features, including vulnerability scanning, patch
management, and advanced malware detection.

• Users should be cautious and mindful of what websites they are accessing and what files they are
opening on corporate computers and devices. Certain web sites can act as watering holes, installing
malware from what may look like legitimate industry sites.

• Awareness is key. All employees need to understand that the company’s data and information is a valuable
commodity on the cybercriminal market.

• Prepare to be a target. Eventually, everyone will probably face a targeted attack at least once in their
career, and while attackers generally prefer executives, HR, and legal staff, they will try anyone.

Employee Training is Key

• Cybersecurity awareness training can help businesses cut down on cyberattacks.

• Training works. When you educate employees, there is a 93% probability that they will use what you teach
them.

• Trust, but verify. Malicious links can be sent from friends or colleagues whose accounts have been
hacked. If employees receive something out of the ordinary from a friend, they should call that person
directly to verify the message.

• Users should always be vigilant. The best defense against phishing attacks is having employees who are
aware of the risks, mindful of what to look for and feel comfortable reporting issues to IT.
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How do Kaspersky Lab’s products 
protect against phishing? 
While there are many things you and your users can do to prevent phishing attacks, implementing a 

multi-layered security solution is still the best defense. Kaspersky Lab’s products secure your organization 

through layer after layer of countermeasures that ensure that you are protected.

Our technology uses a range of sophisticated behavioral technologies to discern suspicious patterns, 

block malicious activities and roll back any harmful actions.

Workstation Protection
Vulnerability Assessment And Patch Management  
Vulnerabilities within any of the applications and operating systems running on your devices can provide entry 
points for an attack. Our automated Vulnerability Assessment and Patch Management tools scan your systems, 
identify known vulnerabilities and help you to prioritize and distribute the necessary patches and updates so that 
known security vulnerabilities can be eliminated.

Anti-Phishing
Because phishing emails are usually the starting point for many ransomware attacks, Kaspersky Lab’s anti-phishing 
technology uses a multi-layered approach to protect against infiltration. First, it checks sites with the product’s 
local anti-phishing databases on the user’s device. Next, it checks URLs of sites against Kaspersky’s own vast, 
continually updated database of phishing sites, which are collected through Kaspersky Security Network. When a 
new malicious URL is detected on the computer, information about this threat is made available from the cloud 
database within 15-30 seconds of detection. Finally, our heuristic analysis is an intelligence system that looks at 
dozens of phishing symptoms and compares it with other indications, classifying them based on known modern 
phishers’ methods and the vast Kaspersky Lab database of already detected phishing sites.

Heuristics
Heuristic analysis provides proactive protection from threats that can’t be detected using signature databases. 
Kaspersky Lab’s heuristics enable the detection of new malware or unknown modifications to known malware. 
Static analysis scans code for signs of suspicious patterns associated with malware, while dynamic analysis 
examines the machine code the file might try to execute.

Default Deny
Increasingly viewed as the most effective security posture to adopt in the face of ever-evolving, advanced threats, 
Default Deny simply blocks all applications from running on any workstation unless they have been explicitly 
allowed by the administrator. Since most malware is delivered as an executable file that cannot be found on 
any whitelist, organizations that adopt this approach can thus prevent any malicious file from executing without 
really needing to know what those files actually are. Default Deny means all new, file-based malware varieties are 
automatically blocked, even for targeted attacks.

System Watcher
System Watcher monitors applications and processes activity to discern behavioral patterns, relying on behavioral 
stream signatures that look at sequencies of actions, rather than just one isolated action. Malicious actions and 
destructive behavior patterns suggestive of malware are blocked.

Automatic Exploit Prevention (AEP)
As part of System Watcher, this technology specifically targets malware that exploits software vulnerabilities. AEP 
acts like a safety net, an extra layer of security that complements Kaspersky Lab’s other technologies.

Rollback
Our crypto-malware countermeasure subsystem negates the consequences of crypto-attacks by making local, 
protected backup copies of user data files as soon as they are affected by a suspicious program, returning user data 
to its original preserved state.

Application Launch Control
Application Launch Control prevents unapproved applications from launching and spreading malware right from startup.

Anti-Malware With Kaspersky Security Network Integration
Our anti-malware protection draws on our global network of sensors to anticipate the latest threats, giving our 
technology a worldwide perspective on evolving threats. This intelligence is then applied to our technology in order to 
protect your infrastructure before the attack ever reaches your server. 

Anti-Cryptor
Our Anti-Cryptor technology monitors the server for signs of corruption, cuts the infected workstation’s access to the 
server for 30 minutes, and alerts administrator to the infection.

Server Protection
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Learn more about cybersecurity: www.securelist.com
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True Cybersecurity for Business
Kaspersky Lab’s True Cybersecurity approach combines multi-layered security with cloud-assisted threat 
intelligence and machine learning to protect against the threats your business faces. True Cybersecurity not 
only prevents attacks, but also predicts, detects and responds to them quickly, while also ensuring business 
continuity for your organization. 

About Kaspersky Lab
Kaspersky Lab is one of the world’s fastest-growing cybersecurity companies and the largest that is privately-
owned. The company is ranked among the world’s top four vendors of security solutions for endpoint 
users (IDC, 2014). Since 1997, Kaspersky Lab has been an innovator in cybersecurity and provides effective 
digital security solutions and threat intelligence for large enterprises, SMBs and consumers. Kaspersky Lab 
is an international company, operating in almost 200 countries and territories across the globe, providing 
protection for over 400 million users worldwide.

Single Point of Contact wants to help your company prevent ransomware attacks in any way possible. 
Whether it’s through our IT security services, products or educational programs for employees, we are 
here to help protect your data and network. Contact us to learn more about our security services and 
how we can implement a strategy to prevent an IT disaster.

http://www.securelist.com
https://usa.kaspersky.com
https://www.singlepointoc.com/contact/



