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Welcome 

Security is a top priority for almost everyone in IT. For endpoint management professionals, it can 

make or break careers. Microsoft has dramatically raised the bar with Windows 10 and the many 

enterprise security features it brings to the table. 

To effectively manage Windows 10 in a corporate environment, you need to understand more than 

just what the key security features do. You need to understand when to use them, how exactly, and on 

which systems. 

To help your organization maximize security by effectively using these new features, we have created 

this design decision guide. This document contains one section for each of five important features. 

Each section provides guidance to help you plan to deploy a feature correctly on every applicable 

endpoint in your environment. 

AppLocker 

What and Why 

What is AppLocker? 

AppLocker can help you control which files and applications users can run such as executables, 

Windows Installer files, packaged app installers/ packaged apps, dynamic-link libraries (DLLs), and 

scripts to name a few. 

Why does AppLocker exist? 

AppLocker can help you in the following ways to control applications within your organization: 

- Control – Lists of which apps can be used and by which users or groups, can be defined. If

someone attempts to run an app that is not on the list, access is denied.

- Inventory – Rules can be configured in audit-only mode so that when an application is

accessed on a machine, an event is written to the event log which can later be analyzed to build

a picture of app usage in your company.

- Licensing – You may only have purchased so many licenses of a particular piece of software.

AppLocker can help you understand software usage within your organization. This lets you

ensure you have enough licenses, and are not overpaying by having licenses that no-one uses.

- Standardization – As you can control which apps can be used in your organization, you can

ensure that only those apps that are your corporate standard can be used.

- Manageability – Your Group Policy infrastructure can be used to help you deploy and modify

AppLocker policies which can work in conjunction with Software Restriction Policies.
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What are the Hardware integration (UEFI) requirements for AppLocker? 

AppLocker does not have any specific hardware requirements. 

Risks 

Risks of deployment 

- Ensure you have an up-to-date inventory or your organization’s operating system versions,

applications and a breakdown of business groups so that you can start to create a matrix of

which policies need to be created and who they should apply to.

- AppLocker policies are not a magic bullet and do have certain requirements/limitations. You

may need to use a mix of AppLocker and Software Restriction Policies (SRPs). If you do,

remember that as both AppLocker and SRP policies use Group Policy as their deployment

mechanism. If you have both policies implemented in the same domain, the AppLocker policy

takes precedence over those generated by SRPs which may cause some unwanted results.

Risks of non-deployment 

- The biggest risk of not deploying AppLocker is users could potentially run any executable or file

which could contain malicious code or compromise the PC, your network and even your

business. Other risks include you not knowing who is using which software in your company.

Costs 

- Machines on which you wish implement AppLocker need to be running a supported operating

system. You will need to determine whether all of the machines that are to be in scope for

AppLocker meet these requirements (see Operating system requirements below).

- Rules will need to be created and maintained to control which apps and files can be accessed.

- You will need to determine which rules should apply to which users/groups. Some rules will also

need to cater for scenarios such as users moving between groups, or changing jobs.

- Rules will need to be created/maintained and documented.

Selecting Scope of Deployment 

- Ensure that all of machines on which you want to use AppLocker are running a supported

operating system (see Operating system requirements below).

- Rather than trying to control all apps at once, consider identifying specific apps you want to

control access to and start by restricting those. For example, you may have an expensive piece

of software such as a CAD program that only certain users should have access to. Restricting

access to just those authorized users should be a straightforward and a quick win.
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- Consider a phased approach. Following on from restricting access to only certain applications

to begin with, also consider identifying those users/groups which run a standard set of software

and for which applying a standard policy should be straightforward. Those groups running

group/business-specific apps should be left until the end of your deployment.

- Where practical, consider creating exceptions to rules to simplify creation, testing and on-going

management of rules. For example, you could allow all Windows processes to run on a machine

except for those you really do not want your users to have access to such as Regedit.

Deployment Guidelines 

Use “audit-only mode” for new rules 

When you create a new policy you have the ability to configure it in audit-only mode which allows you 

to see what the impact of the policy is before you enforce it. The last thing you want to do is to deploy 

and enforce a rule that causes problems to your users that you did not encounter in testing, or a 

scenario you were not aware of. 

You may need a mixed solution 

You may need a mixed solution of AppLocker and Software Restriction Policies (SRPs), depending on 

your environment and specific requirements (see the table in the Determine your application control 

objectives section linked to in the table below). 

Make sure you document all of your rules 

It should be clear that creating a multitude of rules and keeping track of which rule does what, and 

who it is applied to can become overwhelming. That is why you should make sure you document 

each rule and who it applies to as you create them. Likewise, this should be maintained for any adds, 

removes or changes. 

Recommended Resources 

The following is a list of Recommended Resources where you can find out more information on 

AppLocker: 

AppLocker

https://docs.microsoft.com/en-us/windows/

device-security/applocker/applocker-

overview

AppLocker design guide

https://docs.microsoft.com/en-us/windows/

device-security/applocker/applocker-

policies-design-guide

AppLocker deployment guide

https://docs.microsoft.com/en-us/windows/

device-security/applocker/applocker-

technical-reference
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AppLocker technical reference

https://docs.microsoft.com/en-us/windows/

device-security/applocker/applocker-

technical-reference

What features are different between Software 

Restriction Policies and AppLocker?

https://docs.microsoft.com/en-us/windows/

device-security/applocker/what-is-

applocker#what-features-are-different-

between-software-restriction-policies-and-

applocker

Operating system requirements

https://docs.microsoft.com/en-us/windows/

device-security/applocker/requirements-to-

use-applocker#operating-system-

requirements

Determine your application control objectives

https://docs.microsoft.com/en-us/windows/

device-security/applocker/determine-your-

application-control-objectives
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BitLocker 

What and Why 

What is BitLocker? 

Microsoft BitLocker is a data protection feature integrated with the Windows operating system that 

encrypts a drive’s contents. It can also be configured to provide multifactor authentication to prevent a 

machine from starting up/resuming from hibernation unless the user enters a personal identification 

number (PIN) or inserts a removable device (for example a USB drive) containing a startup key. 

Why does BitLocker exist? 

Encrypting a drive protects its contents in the event that the machine/drive is lost, stolen or improperly 

decommissioned. 

What are the Hardware integration (UEFI) requirements for BitLocker? 

To achieve the highest level of protection, BitLocker should be used on machines equipped with a 

Trusted Platform Module (TPM) version 1.2 or later. As well as the TPM, the machine must also use UEFI 

firmware or a Trusted Computing Group (TCG)-compliant BIOS. 

Risks 

Risks of deployment 

- Hard drives may need to be re-partitioned. To run BitLocker you require two partitions:

- One where pre-startup authentication and system integrity verification processes are run and

the other containing the encrypted operating system drive. Data loss could occur if this

repartitioning is performed incorrectly.

- Machines containing a TPM need to be running Trusted Computing Group (TCG)-compliant

BIOS or UEFI boot firmware. Additionally, the firmware should have a secure update mechanism

to help prevent malicious BIOS or boot firmware from being installed on the computer.

Problems could occur in updating any machines to such a BIOS.

- The startup order for some machines may need to be modified to: hard disk, CD/DVD/USB

drive.

Risks of non-deployment: 

- The biggest risk of not deploying BitLocker is that data on the machine is vulnerable if the

machine is lost/stolen/decommissioned. This alone for most companies makes the cost of

implementing BitLocker more than worth it.
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Costs 

- Because BitLocker provides the most protection on machines equipped with a v1.2 TPM or later

chip, organizations will need to be careful they procure best machines. Ideally, they want

systems either fitted with a TPM chip as standard or which can be upgraded (typically at an

additional cost).

- BitLocker is only available on Windows 10 Pro, Enterprise and Education versions.

- Costs will be incurred in developing, implementing and supporting a process to re-partition any

existing drives in order to support BitLocker if such a process does not exist. There is also the

cost of the inconvenience to the end user whilst this process is performed. If any problems

occur—and data has been added/updated since the last backup—the process could result in

data loss.

- Ensuring machines are running a UEFI firmware or a Trusted Computing Group (TCG)-compliant

BIOS, and the costs in deploying updates as required.

Selecting Scope of Deployment 

- First priority should be given to mobile devices such as laptops simply because they are at most

risk of being lost/stolen.

- Consideration should also be given to enabling BitLocker on desktop machines if any corporate

data is stored locally.

Deployment Guidelines 

Configure BitLocker to use PIN on Operating System Drives 

Best practice for protecting a computer’s operating system (OS) drive is require a PIN to be entered by 

the user. In this way, if someone gets physical access to the machine they will need to enter the 

correct PIN in order to access the OS drive. 

You don’t need physical hardware with TPM chips in order to test BitLocker 

Instead, simply make sure your Hyper-V machine is running Windows 10/ Server 2016. Then when you 

create a new machine make sure it’s a UEFI, Generation 2 VM. Under the settings for the VM you will 

now see the Security tab from which you can select the Enable Trusted Platform Module checkbox 

which provide your VM with a TPM. 

Domain join your machines before enabling BitLocker 

Doing it this way means when BitLocker is enabled on a drive the recovery information is automatically 

backed up to Active Directory. 
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Make sure you store BitLocker recovery information in Active Directory 

In this way should problems arise, the recovery information is easily accessible. Without the recovery 

information the data will be inaccessible. 

Recommended Resources 

The following is a list of Recommended Resources where you can find out more information on 

BitLocker: 

Overview of BitLocker Device Encryption in 

Windows 10

https://docs.microsoft.com/en-us/windows/

device-security/bitlocker/bitlocker-device-

encryption-overview-windows-10

BitLocker frequently asked questions (FAQ)

https://docs.microsoft.com/en-us/windows/

device-security/bitlocker/bitlocker-

frequently-asked-questions

BitLocker basic deployment

https://docs.microsoft.com/en-us/windows/

device-security/bitlocker/bitlocker-basic-

deployment

BitLocker Management Recommendations for 

Enterprises

https://docs.microsoft.com/en-us/windows/

device-security/bitlocker/bitlocker-

management-for-enterprises
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Credential Guard 

What and Why 

What is Credential Guard? 

In a nutshell, Credential Guard segregates a part of the Local Security Authority (LSA) service to help 

mitigate pass-the-hash and pass-the-ticket attacks. A pass the hash attack is where an attacker uses 

the underlying NTLM and/or LanMan hash of a user's password to authenticate to a remote server/

service instead of requiring the actual password. A pass-the-ticket attack is where an attacker uses the 

Kerberos Ticket Granting Ticket of a user recently logged into the domain to authenticate to a 

Windows server, gaining access to all servers and other resources for which the user has privileges. 

Why does Credential Guard exist? 

Credentials are key to controlling and gaining access to systems. However, they can also be easily 

compromised and once that happens you could be in big trouble. What if there were a way to better 

protect your credentials built-in to the operating system and to prevent operations if something 

untoward is detected? 

Virtualization technologies such as Microsoft’s Hyper-V are not new, and segregating operations to 

specific virtual machines is an effective way to reduce contagion. So what if we could leverage this 

same technology to isolate core operating system services in a similar way but in a client operating 

system such as Windows 10? 

Well in Windows 10 you can. This is known as virtualization-based security (VBS), which means even if 

the kernel mode of the host operating system is compromised, the core operating system services 

cannot be manipulated. 

This VBS environment consists of two services. The Hypervisor Code Integrity (HVCI) service 

determines if code executing in kernel mode is trustworthy and securely designed. The Local Security 

Authority (LSA) service manages authentication operations, including NT LAN Manager (NTLM) and 

Kerberos mechanisms. 

As Rob Lefferts, Director of Program Management, Windows Enterprise and Security states: 

Credential Guard has proven so impactful that customers have told us that it’s their 

top-priority security feature and a benefit that is so compelling that it justifies the 

Windows 10 deployment all by itself. It’s no wonder, since it combats one of the 

most prolific and critical tactics being used against organizations today: Pass the 

Hash (PtH). 
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What are the Hardware integration (UEFI) requirements for Credential Guard? 

In order to use Credential Guard, you are going to need the following combination of hardware and 

software: 

- Hardware

‣ UEFI firmware version 2.3.1 or higher and Secure Boot

‣ Virtualization extensions

• Intel VT-x or AMD-V

• Second Level Address Translation (SLAT)

‣ A VT-d or AMD-Vi IOMMU (Input/output memory management unit)

‣ Trusted Platform Module (TPM) version 2.0

‣ Secure firmware update process

‣ Firmware updated for Secure MOR implementation (required to help prevent certain memory

attacks)

‣ Physical PC if you are running Windows 10 version 1507 or 1511

‣ Virtual machine (Generation 2) if you are Windows 10 version 1607.

- Software - The x64 version of Windows 10 Enterprise/Education running the Windows hypervisor.

Risks 

Risks of deployment 

- For the most complete protection, both the hardware and software components of the

Credential Guard solution need to be deployed.

- Credential Guard does not protect all credentials on a PC, for example those used by local

accounts or Microsoft accounts, those stored in software that manages credentials outside of

Windows feature protection, amongst others. Understanding where and how credentials are

stored in your organization is key to understanding the value of implementing Credential Guard

throughout your company.

Risks of non-deployment 

- The biggest risk of not deploying Credential Guard is that if the kernel mode of the host

operating system is compromised, the core operating system services can also be manipulated.
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Costs 

- You will need to review your current environment to determine which devices you can enable

Credential Guard on and whether there are devices on which you should enable it, which

currently don’t have the required hardware/software.

- There are many considerations that need to be born in mind as to whether to use Credential

Guard on a machine or not, as enabling it will restrict which features and software can be used

on a machine where it has been enabled. For example, you cannot use Windows To Go on a

machine where Credential Guard has been enabled as it uses hardware security.

- Microsoft recommends organizations move away from using passwords and implement other

authentication methods, such as physical smart cards, virtual smart cards, or Windows Hello for

Business. These will require additional research, testing and deployment. Likewise, you should

review which authentication methods you are using for your Wi-Fi/VPN and look to implement

certificate-based authentication such as PEAP-TLS or EAP-TLS, which again could require incur

additional costs with design, testing, implementation and support.

Selecting Scope of Deployment 

- Limit the initial deployment of Credential Guard to a pilot group of PCs.

- Microsoft recommends enabling Credential Guard on a PC before it is joined to a domain to

prevent the user and device secrets from being compromised.

- Perform regular reviews of PCs where Credential Guard has been implemented using security

audit policies or WMI queries.

- As mentioned in the Device Guard section (and re-iterated here because of its potential impact),

enable any hardware-based virtualization-based security (VBS) features to help strengthen the

code integrity policies. However, please make sure you test these in a lab as if incorrectly

configured they can cause data loss or a blue screen of death.

Deployment Guidelines 

Use the Device Guard and Credential Guard hardware readiness tool. 

Microsoft have released the Device Guard and Credential Guard hardware readiness tool, which you 

can use to check if your hardware is ready for Credential Guard (and Device Guard). The tool can 

enable/disable them as well. 

Keep Your Firmware Updated 

As Credential Guard relies on the security of the underlying hardware and firmware it is vital that you 

keep your firmware updated with the latest security fixes. You can use the 
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System.Fundamentals.Firmware.UEFISecureBoot Windows Hardware Compatibility Program 

requirement to verify your firmware complies with the secure firmware update process. 

Verify your Firmware 

You can use the System.Fundamentals.Firmware.CS.UEFISecureBoot.ConnectedStandby Windows 

Hardware Compatibility Program requirement to verify your firmware is using UEFI version 2.3.1 or 

higher and Secure Boot. 

Enable Credential Guard in Windows 10 during OSD with ConfigMgr 

My fellow MVP Nickolaj Andersen has written a PowerShell script that will enable Credential Guard 

during Windows 10 deployment using ConfigMgr OSD. A link to the post containing the script can be 

found in the resources section. 

Recommended Resources 

The following is a list of Recommended Resources where you can find out more information on 

Credential Guard: 

Protect derived domain credentials with 

Windows Defender Credential Guard

https://docs.microsoft.com/en-us/windows/

access-protection/credential-guard/

credential-guard

Deep Dive into Credential Guard (Video series)

https://mva.microsoft.com/en-us/training-

courses/deep-dive-into-credential-

guard-16651?l=cfGBPlIyC_9404300474

Considerations when using Windows Defender 

Credential Guard

https://docs.microsoft.com/en-us/windows/

access-protection/credential-guard/

credential-guard-considerations

Enable Credential Guard in Windows 10 during 

OSD with ConfigMgr

https://www.scconfigmgr.com/2016/06/15/

enable-credential-guard-in-windows-10-

during-osd-with-configmgr/
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Device Guard 

What and Why 

What is Device Guard? 

Introduced in Windows 10, Device Guard only allows those applications we know about and explicitly 

trust to run. Anything else will be blocked. 

Why does Device Guard exist? 

Historically, users have by and large been rather too trusting when running applications. If an 

application causes damage or allows a security breach, system administrators find out after the fact. 

What are the Hardware integration (UEFI) requirements for Device Guard? 

Device Guard is a combination of hardware and software hardening features that utilize the new 

virtualization-based security (VBS) environment introduced in Windows 10 discussed in the Credential 

Guard section. 

On the hardware side, Device Guard integrates with advanced hardware features such as CPU 

virtualization extensions, Input–Output Memory Management Units (IOMMUs), and 64-bit processors 

with Second Level Address Translation (SLAT), to leverage these hardware features inside Windows 10 

itself. 

Risks 

Risks of deployment 

- Great care needs to be taken to check that all devices and applications in scope for Device

Guard are compatible with its virtualization-based protection of code integrity to avoid any

compatibility issues that could result in blue screen (STOP errors) or data loss.

- Once you know you are going to use Device Guard, make sure you deploy the Device Guard

policies to your machines as soon as possible once they have been successfully tested and

piloted. In this way, ConfigMgr is configured as a trusted Managed Installer on machines where

Device Guard policies have been successfully run, meaning that any new software deployed

through ConfigMgr is automatically trusted. Until a Device Guard policy has been successfully

run on a ConfigMgr client, all software deployed by ConfigMgr is not automatically trusted.

- In order to be able to retrieve a Device Guard policy a machine has to be able to connect to a

Domain Controller which could pose a risk in those environments containing disconnected

machines, or those that infrequently connect to an Active Directory Domain.
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Risks of non-deployment 

- The biggest risk of not deploying Device Guard is users will be able to potentially run any

applications, not just those known and trusted by the organization as safe to run.

Costs 

- Device Guard is only supported with Windows 10 and later machines. Any machines running

previous versions of Windows will need to be upgraded.

- Costs will be incurred in the compatibility testing required to ensure all devices and applications

in scope for Device Guard will work.

Selecting Scope of Deployment 

- Microsoft recommends deploying Device Guard in phases, rather than a “big bang” approach. As

the types of devices can range so vastly between organizations, review the “Windows Defender

Device Guard deployment in different scenarios: types of devices” table in the “Requirements

and deployment planning guidelines for Windows Defender Device Guard.” You can find a link

to it in the Recommended Resources table at the end of this section. It will help you understand

the types of devices in your organization and how Device Guard relates to them. This will then

help you group them together into appropriate categories.

- You also need to review the hardware and software used across your organization, who uses it,

and for what. You may be able to get away with defining a single category, or you may need

different categories even for the same hardware and software if it is used in different parts of

your organization.

- Consider creating a catalog file for line of business (LOB) applications that are unsigned, that will

allow you to sign these.

Deployment Guidelines 

Choose the relevant tool for enabling and managing Device Guard 

Device Guard can be enabled and managed using the following management tools: 

- Group Policy - Windows 10 includes an administrative template you can use to configure and

deploy the configurable code integrity policies for your organization.

- System Center Configuration Manager – ConfigMgr can simplify the deployment and

management of both catalog files and code integrity policies, as well the management of

hardware-based security features. It can also provide version control.
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- Windows PowerShell – PowerShell is primarily used to create and service code integrity

policies.

- Microsoft Intune – Deployment of code integrity policies and catalog files is being considered

as a future feature of Microsoft Intune.

Use “Golden Computers” as templates for your code integrity policies 

Once you’ve identified groups of users that use the same software/hardware combinations, create 

what Microsoft refer to as a “golden” computers for this configuration on which you can create, test 

and finalize code integrity policies which you know will work consistently for that specific 

combination. 

Initially run new/amended Code Integrity Policies in “Audit Mode” 

Whenever you create a new Code Integrity Policy or modify an existing one, consider running it in 

Audit only mode. In this way if an exception occurs because an application was missed by an initial 

policy scan, or has been added since the original policy was created, the application will be allowed to 

run and an exception logged in the Event log, rather than being blocked if the policy is set to 

Enforcement enabled mode. 

Exception events can be reviewed and the policies updated accordingly before the code integrity 

policy is enforced. 

Use ConfigMgr to deploy and monitor your Device Guard policies 

Even though Device Guard is deemed a pre-release feature (not feature complete but is still officially 

supported by Microsoft), you can use ConfigMgr to deploy and monitor your Device Guard policies in 

either mode to any machines running the ConfigMgr 1706 (or later) client. 

Recommended Resources 

The following is a list of Recommended Resources where you can find out more information on 

Device Guard: 

Requirements and deployment 

planning guidelines for Windows 

Defender Device Guard

https://docs.microsoft.com/en-us/windows/
device-security/device-guard/requirements-
and-deployment-planning-guidelines-for-
device-guard

Device Guard management with 

Configuration Manager

https://docs.microsoft.com/en-us/sccm/
protect/deploy-use/use-device-guard-with-
configuration-manager

Windows Defender Device Guard 

deployment guide

https://docs.microsoft.com/en-us/windows/
device-security/device-guard/device-guard-
deployment-guide
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Deploy code integrity policies: 

steps

https://docs.microsoft.com/en-us/windows/
device-security/device-guard/deplaoy-code-
integrity-policies-steps#audit-code-integrity-
policies
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Secure Boot 

What and Why 

What is Secure Boot? 

Introduced with Windows 8, Secure Boot is a security standard developed by members of the PC 

industry to help make sure that when a PC boots, it only uses software trusted by the PC 

manufacturer. 

Why does Secure Boot exist? 

When a PC starts, the firmware checks the signature of each piece of boot software, including 

firmware drivers (Option ROMs) and the operating system. Only the hardware manufacturer has 

access to the digital certificate required to create a valid firmware signature. If the signatures are good, 

the PC boots and the firmware gives control to the operating system. If the signatures are invalid it 

indicates the boot software has been tampered with and the machine will fail to boot. 

What are the Hardware integration (UEFI) requirements for Secure Boot? 

To use Secure Boot, a PC needs to meet the UEFI Specifications Version 2.3.1, Errata C or higher. UEFI 

Class 2 and Class 3 PCs support Secure Boot. When Secure Boot is enabled on UEFI Class 2 PCs the 

compatibility support module (CSM) must be disabled so that the PC can only boot authorized, UEFI-

based operating systems. 

The PC does not need to have a Trusted Platform Module (TPM) installed in order to use Secure Boot. 

Risks 

Risks of deployment 

- The firmware on a PC needs to trust the operating system, Option ROM, driver or application. If

any of these pieces of information are missing from the Secure Boot database the PC may not

support Secure Boot/be able to boot. You should check with Microsoft/the PC manufacturer for

updates, or failing that contact the manufacturer and request they add the relevant information

for their hardware in your environment to the Secure Boot database.

- Signed kernel-mode drivers are required by some hardware. (Typically older 32-bit (x86) drivers

are not signed as this requirement is a recent requirement for Secure Boot.)

- There may be some machines in your environment where Secure Boot cannot be used. For

example, the hardware doesn’t support it, the machine is running a previous version of

Windows, or a non-Windows operating system. In those cases it has to be disabled. You will

need to decide whether this is acceptable in your environment or if such machines need

replacing with PCs that do support Secure Boot.
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Risks of non-deployment 

- The biggest risk of not deploying Secure Boot is part of the software used to boot a PC or

indeed the operating system itself, could have been tampered with meaning a PC could be

running malicious software.

Costs 

- Secure Boot is only supported with Windows 8 and later machines. Any machines running

previous versions of Windows need to be upgraded.

- Costs will be incurred in analyzing machines to establish which machines are running Secure

Boot, which are capable of running Secure Boot, and which are not capable of running Secure

Boot.

Selecting Scope of Deployment 

- First priority should be given to mobile devices such as laptops simply because they are at most

risk of being compromised as they are off the corporate network.

- Enabling Secure Boot on corporate desktop machines inside the company network may not be

necessary given their limited exposure to potential threats.

Deployment Guidelines 

Use Microsoft System Center Configuration Manager Current Branch Version 1706 

In ConfigMgr Current Branch version 1706, the state of Secure Boot is collected by hardware inventory 

by default (it is stored in the SMS_Firmware inventory class introduced in 1702). 

Ensure that your ConfigMgr environment including your ConfigMgr Clients are running a minimum of 

1706. 
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Recommended Resources 

The following is a list of Recommended Resources where you can find out more information on 

Secure Boot: 

Secure Boot

https://docs.microsoft.com/en-us/windows-
hardware/manufacture/desktop/secure-boot-
overview

Disabling Secure Boot
https://docs.microsoft.com/en-us/windows-
hardware/manufacture/desktop/disabling-secure-
boot
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Companies should deploy a complete Windows 10 security strategy on each and every endpoint as 

systems are migrated to the new OS. 

Adaptiva’s Windows 10 Accelerator Program gives you a stress-free, cost-effective way to plan, test, 

deploy, and maintain Windows 10. This end-to-end ecosystem assembles the products, tools, and 

training you need to speed zero-touch Windows 10 deployments at scale.  

To to find out how to succeed before, during, and after the move to Windows 10, visit: https://

adaptiva.com/products/#windows-10. 
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+1 (425) 823-4500 
info@adaptiva.com 
adaptiva.com

@adaptiva 
/adaptiva 
/company/adaptiva

Accelerate Your Windows 10 Security Deployment

Single Point of Contact offers IT security consulting services tailored to your 
business needs. While we understand there are plenty of layers in security, we will 
also work with you to ensure you completely understand the advantages of the 
product or service you are considering for your firm. To learn more about how our 
services can benefit your organization, don’t hesitate to contact us at any time.

https://adaptiva.com/products/#windows-10
https://adaptiva.com/products/#windows-10
http://adaptiva.com
http://adaptiva.com
www.singlepointoc.com/contact
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