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Executives and physical assets have become focal points 
for unhappy customers, activist groups, cyber criminals—
and even disgruntled employees who want to do harm.

These troublemakers plan disruptive protests on social media. They 
spread hate speech on public websites. They carry out fraud in the 
unindexed corners of the deep web. And they make physical threats in 
the hidden reaches of the dark web.

They all pose significant risks to your executives and office locations. 
In fact, 84% of top 25 Fortune 500 CEOs were victims of threats and hate 
speech on Twitter and the dark web in February 2018 alone.1

While the threats and risks vary, they are all difficult to mitigate if you can’t 
see them. As part of your organization’s cyber threat intelligence, it’s 
crucial to monitor the social media and web spheres. You need visibility 
into all relevant threats to your key employees and locations.

1 Proofpoint Research. June 2018.

84%
of top 25 Fortune 500 CEOs 

were victims of threats and hate speech on Twitter 
and the dark web in February 2018 alone1

Introduction



Introduction THREATS TO  
YOUR EXECUTIVES

THREATS TO YOUR 
KEY LOCATIONS REDUCING THE RISKS PROOFPOINT EXECUTIVE AND  

LOCATION THREAT MONITORING
THREATS TO  

YOUR EXECUTIVES

EBOOK   |   Protecting Your Execs and Offices  3

THREATS TO YOUR EXECUTIVES
Executives in all industries are attractive targets for a 
range of threats—from verbal to physical. Protecting your 
executives requires monitoring the digital universe for 
posts and conversations that present a risk.

Jump to Threats to physical well-being >

Jump to Account compromise >

Jump to Doxing >

Jump to Reputation risks >
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THREATS TO PHYSICAL WELL-BEING
From business and vacation travel to social media activity and more, executives can be tracked and even attacked. Cyber stalking, intimidation, and direct 
threats to your executives can undermine their sense of safety and well-being.

These threats are rampant on social networks (such as Twitter) and on the public web (such as Reddit forums). They also bloom in the deep and 
dark web, where users need a Tor browser to access anonymized onion sites. Given the “promise of anonymity” inherent in the dark web, bad actors 
assume that their targets won’t detect and monitor these conversations.

John Badactor @johnbadactor • 8h

@SuzanUser We need to kill CEO George User for the corporate 

terrorist he is. He’s taking profits and lining his pockets. George 

needs to go.

Follow
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DOXING
We’ve seen doxing used in politics and to expose celebrities. When it comes 
to organizations and your executives, doxing usually takes the form of 
harassment and blackmail. Think back to the 32 gigabytes of data that 
attackers published, exposing personal details on its entire customer base, 
when Ashley Madison refused to pay a bitcoin ransom. 

Doxing can happen anywhere, including text sharing site Pastebin. Bad 
actors can use the site to broadly and publicly publish information about 
key executives to a wide audience. Once your executives’ details are posted 
in a public arena, they can then be threatened publicly or privately by 
anyone who wants to harass or harm them.

Dave Badactor 

@dbadactor

Replying to @ouruser @YOURCOMPANY 

Let’s call the CEO at all hours of the night! Russell User, YourCompany CEO 

ru1234@gmailling.com (direct) R.user@yourcompany.com phone 123-555-1212

Follow
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ACCOUNT COMPROMISE
Targeted cybersecurity threats are one of the greatest challenges to 
information security. Gaining access to your executives’ privileged 
credentials (dubbed “the keys to the kingdom”) can give cyber criminals 
the foothold they need to orchestrate such an attack. Key executives’ 
emails and passwords can be sold and purchased on the dark web, 
which can lead to accounts getting compromised and your company’s 
confidential information being exploited.

Among our customer base, 50% of top executives encountered at 
least one of the following on the deep and dark web before we began 
protecting them:
• Email compromise

• Doxing

• Confidential data exposure (such as private corporate email threads
being made public)

Threat actors can also publish more coordinated attack campaigns against 
financial services companies. Fraud kits, also known as exploit kits, can 
help them dupe your customers out of their account credentials.

REPUTATION RISKS
We live in a digital age where people will sometimes vent online about a 
company or flame its executives. This may be a onetime cyber jab. But it 
also could be the opening salvo of a persistent antagonists who uses 
profanity and hate speech to create a stir about key executives—and 
disrupt their non-work lives.

50%
of top executives 

encountered email compromise, doxing, or 
confidential data exposure on the deep and dark 

web before we began protecting them.
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THREATS TO YOUR KEY LOCATIONS
In a global economy, political tension and regional conflicts have created 
more security risks for your company’s physical assets. Physical locations 
can include everything from your undisclosed data center, critical 
infrastructure assets, retail locations, and corporate headquarters. Whether 
these are planned attacks against your company or active events occurring 
near your physical assets, you need situational awareness of real-time risks.

LONE-WOLF ATTACKS
For the safety of your employees and customers, your organization needs to 
be aware of real-time threats and events in and around your key locations. 
These may include your corporate headquarters and retail sites or public 
areas such as malls, parking lots, business parks, and airports. According 
to U.S. Department of Homeland Security, “In many cases, there is no 
pattern or method to the selection of victims by an active shooter, and these 
situations are by their very nature unpredictable and evolve quickly.” While 
these threats are out of your company’s control, you can manage the risks 
when your company is made aware and has a plan to mitigate.

Jump to Lone-wolf attacks >

Jump to Protest >

Jump to threatening language >

POLICE

BANK

Rene Newsreporter 

@rene_newsreporter

BREAKING: We’ve received reports there is an active shooter at YourOffice. 

It’s now under lockdown. Do not approach YourOffice.

Follow
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BANK

THREATENING LANGUAGE
You should monitor the digital universe for threatening language from 
suspicious and disgruntled individuals who are in and around your key 
locations. These can lead to critical events around populated areas, such  
as concerts, corporate-hosted events, holiday parades, sports arenas, 
and more.

PROTEST
Corporate boycotts and protest events aim to undermine your company 
and tarnish its brand. Even larger protest movements against economic 
and social inequality can jeopardize your employee safety and disrupt 
operations. Coordinated events and actions such as protests or riots at 
business locations and critical infrastructure can disrupt business and put 
people at risk. They can be especially harmful to vital infrastructure, such 
as hospitals, emergency response systems, and energy systems.

WorkersGroup 

@WG_ProtestDay

#ProtestDay demonstration tomorrow in front of the bank, downtown 

#YourCity.

#StandingWithFakeDayRights

facebook.com/events/123456...

FollowW
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REDUCING THE RISKS
Here are five ways your security team can reduce the risks to your executives and corporate locations:

CONDUCT A RISK ANALYSIS
The first step to reducing the risks is to find them. Conduct a risk analysis to identify your key personnel and corporate locations. 
This includes partner offices and data center locations that are critical to your business.

Also identify political tension that could lead to conflict escalation in regions where you have an office. Assessing each location’s 
distance to the nearest emergency response centers can prove helpful in case of an attack. 

CREATE AND ENFORCE RULES FOR EXECUTIVE TRAVEL
Most executives are on the road more than half of the time. This puts them at risk, especially if your security team doesn’t know 
about the travel plans ahead of time. Adopt a travel safety policy for your senior staff. Limit the number of key executives who 
can travel together at the same time. In addition, your executives should give your security team their travel plans. Monitor these 
locations while your executive is there. If your top-level executives travel in an unstable region, plan for protection services to go 
with them during the trip. 

Your policy should also include safety rules for the devices. Devices equipped with security settings let executives lock the device 
with a PIN or fingerprint ID. Your plan should request regular PIN updates during travel. And your executives should avoid public 
Wi-Fi, Wi-Fi auto-connect, and Bluetooth connectivity.

EDUCATE EXECS ABOUT CYBER ATTACKS SUCH AS PHISHING
Executives are preferred targets for phishing and whaling attacks. Gaining access to their privileged credentials can give cyber 
criminals the foothold they need to orchestrate an attack. That’s why security-awareness training is vital for your executives and 
assistants. With better insight, they can better detect suspicious emails that might be targeting them.

Keep your executives informed about whaling threats and the importance of protecting valuable data such as intellectual property.

1

2

3
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DEVELOP A RESPONSE PLAN FOR ACTIVE SHOOTINGS, PROTESTS, AND RIOTS 
NEAR YOUR CORPORATE LOCATIONS
You need to be aware of real-time threats involving your key locations. These threats are out of your company’s control, but you can 
better mitigate the risks when you have a response plan in place. Agile and clear communication is an essential part of your plan. 
Consider a few communication systems that will allow you to reach your employees. Mass texts, emails, call systems, and social 
media are good avenues to announce imminent danger.

AUTOMATE MONITORING FOR EXECUTIVE AND LOCATION THREATS ACROSS 
DIGITAL CHANNELS 
Bad actors threaten your executives or plan to do physical harm. Activist groups coordinate attacks or protests on your data centers 
or critical locations. One successful event is one too many. Protect against the potential risk to gain peace of mind. 

These risks to your executives and locations are difficult to manage without visibility. Organizations need to monitor social media 
and web spheres, such as deep, dark, and surface web, to gain visibility into all relevant threats.

REDUCING THE RISKS (CONTINUED)

4

5
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PROOFPOINT EXECUTIVE AND LOCATION THREAT MONITORING
Proofpoint Executive and Location Threat Monitoring helps you gain situational awareness of potential threats against your key executives and locations. 
Our solution crawls the far reaches of the digital world spanning millions of web pages and social sites daily to help you get in front of threats, whether 
they are planned, imminent, or occurring in real-time.

“PROOFPOINT’S EXTENSIVE COVERAGE ACROSS SOCIAL 
MEDIA, DEEP, DARK, AND SURFACE WEB MAKE IT THE 
ONLY SOLUTION WE TRUST TO UNCOVER THREATS TO OUR 
EXECUTIVE STAFF AND BUSINESS INFRASTRUCTURE.”
–  Chief Security Officer, Energy Agency

COMPREHENSIVE DIGITAL LANDSCAPE COVERAGE
Proofpoint Executive and Location Threat Monitoring uses a highly scalable 
detection system that provides in-depth scanning across all digital 
channels, including:

• Social media • Deep web

• Surface web • Dark web

Our digital coverage includes leading social platforms, such as Twitter, 
Facebook, and LinkedIn, as well as key forum and hosting sites in the 
surface, deep, and dark web like Reddit, Pastebin, and Tor-operated dot 
onion domains.
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D. Executive - The Company
Person

Policy Categories: Physical Threats

D. Executive - The Company
Person

Policy Categories: Potential Doxing

D. Executive - The Company
Person

Policy Categories: Email Compromise

The Company - Scranton, PA
Location

Policy Categories: Protest Language

SOPHISTICATED ANALYSIS ELIMINATES NOISE
Our threat intelligence systems analyze more than 15 million deep, dark, and surface 
web pages daily. We discover the most critical and relevant threats and eliminate the 
noise of false positives and non-threatening web chatter. No other technology detects, 
classifies, and manages security-risk content more accurately. The quality of our 
intelligence and breadth of digital coverage means accurate discovery of risks that 
represent a physical or reputation threat to your key employees and locations.

SUPERIOR VISIBILITY TO ASSESS RISK
Our Threat Center dashboard provides detailed visibility of the threats to your organization 
and quick drill down to gain situational awareness. When a threatening or damaging 
message is posted, Executive and Location Threat Monitoring uncovers the content and 
assigns a classification to help you understand the type of risk it poses to your business.

Executive and Location Threat Monitoring helps you:
• Detect threats on social media and all areas of the web

• Protect your executives and locations

• Gain detailed, real-time threat monitoring

• Increase cyber intelligence and peace of mind

Darknet Troll
Created at 06/24/18 11:43:27 PM

We need to kill D. Executive of The Company for the domestic 
terrorist he is. #killDExecutiveTheCompany

View

Internet Creeper
Tweet at 06/26/18 10:31:49 PM

Time to tell D. Executive to drop them as a client. This might be 
old but... D. Executive. The Company CEO
email: dexecutive@thecompany.com
cell: 800-555-1234
home address: 410 Paper St., Scranton, PA 18503

View

Activist Organizer
Crawled at 06/24/18 11:43:27 PM

ActiveEnergyProtestUSA to hold rally outside of SFO&E 
headquarters tomorrow morning at 9am. #ProtestSFO&E

View

files.findemallpw.onion
Tweet at 06/24/18 10:31:49 PM

dexecutive@thecompany.com: companyman#1
dexecutive@2personal@gmail.com: dexec@99 
dexecutivecollege@yahoo.com: dexec007

View



www.proofpoint.com 0618-020

Single Point of Contact stays on top of everything related to cyber security and data protection. We are more than just a Managed 
Security Service Provider. We take swift and thorough action to ensure your business is protected around the clock and to solve any 
security threats when they occur. Constant monitoring of any network is a requirement nowadays, and we are pleased to provide the 
most comprehensive security solution to our clients. To learn more about how we can help protect your business from cyber-attacks, 
contact us at any time.

https://www.proofpoint.com
https://www.proofpoint.com
www.singlepointoc.com/contact



