
WH IT E  PAP E R

Why Traditional 
Data Center 

Security Is No 
Longer Enough 



Table of Contents

An Indefensible Approach............................................................................................1

Network Virtualization and Micro-Segmentation: 
a Modern Approach to Modern Threats......................................................................4  

A Deeper (but Brief) Look at Micro-Segmentation.....................................................6

Key Features and Benefits of Micro-Segmentation.....................................................7

Conclusion: Not Just More Security—More Effective Security...................................10



Modern Attacks Require Modern Defenses 
Reports of security breaches, data theft, and other attacks against large retailers, global 
media conglomerates, and even nation-states seem to hit the airwaves on an almost weekly 
basis. And in nearly every instance, the response from the victimized party is more or less 
the same: “We thought we had it covered.” 

Clearly, they did not. But this raises a much bigger and more important question: 

Why not? 

The answer: because enterprise security that was once adequate or even cutting edge just 
5 or 10 years ago is overmatched against the sophistication and tenacity of today’s attacks. 
Still, many companies insist on forging ahead with their current perimeter-centric security, 
believing that such legacy measures provide sufficient protection for their networks—a 
belief that is simply incorrect. 

This paper will discuss why traditional approaches to data center security are no longer 
effective, and why the reasoning that promotes such legacy approaches is flawed and 
out of date. Additionally, it will examine how micro-segmentation, enabled by network 
virtualization, is providing companies with granular-level protection against modern threats 

that are increasingly sophisticated and highly malicious.

An Indefensible Approach
Despite a heightened focus on enterprise security, data center breaches continue to occur 
at an alarming rate, and with growing severity. In fact, it seems that every new breach 
that garners national headlines eclipses the previous attack in terms of the volume of data 
compromised, the value of what was lost, and the overall damage to the business caused 
by the breach. 

While recent, well-publicized attacks on such businesses as The Home Depot, Sony, Target, 
and a host of other companies have varied in nature, they all have one characteristic in 
common: Once the security perimeter was breached, the attacks were able to propagate 
laterally inside the data center with essentially no security controls in place to stop them. As 
a result, sensitive data was gathered undetected, then quietly exfiltrated and exploited by 
cyber criminals. 

Cases like these, and thousands of others, call attention to one major weakness of modern 
data centers and highlight the flawed thinking behind current strategies. While tremendous 
effort, resources, and technology are applied to securing the perimeter of the data 
center, until recently, nothing resembling that same level of thought and effort had been 
dedicated to security inside the data center. In a world where cyber threats are composed 
of coordinated attacks that often include months of reconnaissance, vulnerability exploits, 
and “sleeper” malware agents that can lie dormant until activated by remote control, 
this perimeter-centric thinking and approach to network security are both profoundly 
misguided and seriously outdated. To defend against such sophisticated attacks, today’s 
enterprises need an equally sophisticated and modern approach to data center security—
one that emphasizes protecting the inside of the data center.
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Scaling the Firewall 

Data centers are the bank vaults of the 21st century, storing petabytes of sensitive 
corporate, financial, and personal information worth millions of dollars to cyber criminals 
seeking to steal it. Yet despite the value of this data and our increasing dependence on the 
systems that store it, the underlying foundation for securing these systems has remained 
relatively unchanged for decades: a strong, almost myopic focus on external perimeter 
security, with minimal attention paid to isolating and stopping threats once they’re inside 

To date, the firewall has been the primary defender of data residing within the data center. 
By both definition and function, a firewall is designed to prevent attacks originating from 
the outside. If—or more accurately, when—an attack makes it through the firewall, there 
are very few defenses inside the data center to prevent the attack from spreading among 
servers and eventually accomplishing its objective. 

To understand the fundamental change that needs to take place in the current approach to 
data center security, we first need to understand a core information security principle called 
segmentation. At its most basic level, segmentation occurs when two or more networks—
such as an internal network (the data center) and an external network (the Internet)—are 
separated by a firewall that has been deployed at the perimeter between them. The firewall 
then acts as a gatekeeper overseeing and regulating any transfer of data between the 
different segmented networks—exactly as you would expect.

The Cost of Compromise 
According to Verizon’s 2015 Data Breach Investigations Report, there 
were 79,790 confirmed security incidents worldwide in 2014, with 2,122 
confirmed cases where sensitive data was compromised. In its 2014 Cost 
of Data Breach Study, the Ponemon Institute calculated the total average 
cost of a data breach incident to U.S. companies at $5.85 million. Of 
course, the cost of a data breach to an individual company can be 
significantly higher. For example, the June 2011 breach at Sony Pictures 
cost the company an estimated $171 million; similarly, based on what is 
known about the highly publicized November 2014 breach, analysts 
place the cost at upwards of $100 million—plus it forced a shutdown of 
Sony’s network for days. Overall, according to research conducted by 
Verizon for its 2015 report, the estimated financial loss from 700 million 
compromised records totaled over $400 million.

$



W H I T E  P A P E R  /  3

The shortcomings of this approach start to come into focus when you consider that 
network segments are typically created to restrict north-south traffic between the 
Internet and the data center, and that these segments tend to be too large anyway 
to provide any sort of consistent or reliable protection. To maximize effectiveness, 
segmentation (and firewalling) ideally needs to scale to the level of the individual 
workload, an approach known as micro-segmentation. In theory, micro-segmentation in 
current network architectures sounds great; in practice, applying security policies at the 
individual workload level inside data centers with thousands of workloads, each with its 
own unique security conditions, is operationally infeasible. But even if it were feasible, 
the focus is still on controlling north-south traffic in and out of the data center, rather 
than on the east-west traffic inside the data center that typically is the target of most 
modern attacks. 

Of course, if you consider this dilemma long enough, it inevitably gives rise to the 
question: 

Why Not Have a Firewall for Every Server? 

Again, in theory, this sounds great; in practice, current network architectures create a 
number of substantial barriers that would impede such an ambitious undertaking. The 
first of these barriers is cost. 

Very few people would argue that segmenting down to the individual workload would 
effectively protect data centers from modern attacks. But deploying hundreds or 
thousands of appliance-based firewalls inside the data center to protect each individual 
workload is financially infeasible for the vast majority of organizations, and even for 
those that could theoretically afford such an approach, it would not be a cost-effective 
use of limited IT budget. The same holds true for virtual firewalls. Although they may be 
somewhat less expensive than their hardware-based counterparts, the cost of purchasing 
and deploying thousands of virtual firewalls is still hugely prohibitive. Furthermore, virtual 
firewalls are capable of delivering only a fraction of the throughput possible with physical 
firewalls, essentially creating choke points throughout the network that would drastically 
reduce performance and create undue frustration among users. 

Next—and arguably more prohibitive than cost—are the management complexities of 
using traditional firewalls to restrict unauthorized east-west traffic inside the data center. 
Here, the burden of security management increases exponentially with the number of 
workloads and the increasingly dynamic nature of today’s data centers. If firewall rules 
need to be manually added, deleted, or modified every time a new virtual machine (VM) 
is added, moved, or decommissioned, the rate of change will rapidly outpace IT’s ability 
to keep up. This obstacle alone accounts for why the majority of security teams ultimately 
decide to give up on any plans to implement a comprehensive micro-segmentation 
strategy.
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A third approach that some organizations attempt to pursue, with less-than-optimal success, 
is to logically partition their data center networks into different security segments, or large 
firewall zones. The problem with this approach is that security policies are primarily defined 
by where a workload is physically deployed in the network topology. Segmenting the data 
center with such large zones creates a significant attack surface and enables threats to 
move throughout big portions of the data center unrestricted once an attack has breached 
perimeter defenses. Additionally, this segmentation technique often results in significant 
delays when deploying new workloads or changing existing workloads, because they still 

need to be manually configured to reflect a rigid and static network topology.

In all three of these approaches to network security—physical firewalls, virtual firewalls, and 
large firewall zones—micro-segmentation is all but impossible because of the associated 
costs and, more significantly, because of the inefficiencies of current physical networks. But 
micro-segmentation is possible—if you have the ability to tie security to individual workloads, 
and if you have the agility to provision policies automatically. 

Network virtualization provides you with both of these capabilities, enabling you to maintain 
effective security policies for thousands of individual workloads as part of a comprehensive 
and cohesive enterprise security strategy. But more importantly, it allows your organization 
to finally align its data center security with the ever-evolving requirements of modern 
business.

Network Virtualization and Micro-Segmentation: 
a Modern Approach to Modern Threats
As the cornerstone of a software-defined data center (SDDC), network virtualization 
provides a number of key capabilities that enable micro-segmentation: automated 
provisioning, automated move/add/change for workloads, distributed enforcement at 
every virtual interface, and in-kernel, scale-out firewalling performance. By embedding 
the traditional functions of hardware networking into a hypervisor layer and placing this 
layer on top of the existing physical infrastructure, modern data centers can realize high 
throughput rates as well as secure east-west traffic between virtual machines. Furthermore, 
by distributing this embedded model to every hypervisor, additional networking and security 
capacity can quickly be added every time a new host is added—essentially creating a 
“network hypervisor” that sits between the underlying physical infrastructure and the virtual 
networks above.



This ability to create entire networks in software has exciting and profound implications 
for how security can be applied. First, by default, virtual networks are completely 
isolated from one another, which means that there’s no risk of unrelated data streams 
communicating with each other. Second, by embedding security functions into the 
hypervisor, firewalling capability is provided at every virtual machine all the way down 
to the individual virtual network interface—a level of fine-grained security that’s simply 
unattainable through legacy physical appliances. Collectively, these capabilities represent 
the very definition of the term “micro-segmentation”—the use of fine-grained policies 
and network controls to enable security inside the data center, thus preventing the lateral 
spread of threats in the event they overcome perimeter defenses. Two use cases in 
particular hold exceptional promise for businesses seeking to extend and expand security 
throughout the data center: DMZs for anytime, anywhere access to data center services 
and intelligent grouping to create secure user environments, such as a virtual desktop 

infrastructure (VDI).

DMZ Anywhere 
In addition to limiting the lateral spread of threats, network virtualization and micro-
segmentation also enable a completely different approach to applying services. For 
example, in the past, when the data center needed to expose a new service to outside 
networks such as the Internet, the workload had to be located in a specific part of the 
network topology that had very specific security policies and services attached to it—an 
area known as the DMZ (demilitarized zone). With micro-segmentation, however, security 
controls can now be assigned to the individual workload rather than the underlying network 
topology. This capability makes it possible to apply advanced security services and restrict/
grant Internet access to any system within the data center regardless of its location within 
the network, allowing organizations to dramatically speed provisioning and rapidly adapt to 

change.

Intelligent Grouping 
Many enterprises have deployed a virtual desktop infrastructure (VDI) to leverage 
virtualization technologies beyond the data center. Micro-segmentation removes the 
underlying complexity of defining security via network topology by defining user groups 
based on their individual attributes, thus tying security to individual users. Here, the security 
advantages of the software-defined data center (SDDC) can quickly and easily be extended 
to the desktop, and even to mobile environments. Micro‐segmentation of these user 
environments also means that traffic between virtual desktops and adjacent workloads is 
also secure—mitigating a risk that many organizations are unaware of.
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A Deeper (but Brief) Look at Micro-Segmentation
Micro-segmentation is an enterprise security strategy, enabled by network virtualization, that 
allows organizations to logically divide the data center into distinct security segments down 
to the individual workload level, and then define security controls and deliver services for 
each unique segment. Although the concept of micro-segmentation is technically nothing 
new, the realistic possibility of implementing micro-segmentation is actually something 
quite new, made possible through network virtualization and the ability to distribute security 
to the hypervisor. Micro-segmentation is utilized in a number of different ways to help 
transform network security inside the data center:

 Visibility and Context 

East-west traffic inside the data center now accounts for as much as 80 

percent of all network traffic1—significantly more than equivalent north-south 
communications. Unfortunately, the vast majority of this east-west traffic does 
not pass through a firewall and is therefore not inspected, making it more 
or less invisible to security teams. Virtualizing the network changes all that. 
Here, the network hypervisor is uniquely positioned to see all traffic inside the 
data center, down to the level of individual workloads. This level of visibility 
and context enables micro-segmentation based on attributes that are unique 
to each workload, such as the operating system, patch levels, and numerous 
other properties. In turn, this capability enables IT to define network and 
security policy decisions based on the specific purpose and needs of each 
individual workload rather than on the underlying network topology.

 Isolation 

Isolation is an important principle in network security and is utilized for both 

compliance and containment purposes, as well as for keeping development, 
test, and production environments separated. Traditionally, access control 
lists (ACLs), routing, and firewall rules on physical devices have been manually 
configured and maintained to establish and enforce isolation in data center 
networks. With a virtualized network platform, however, virtual networks are 
inherently isolated from other virtual networks by design, as well as from the 
underlying physical network—and they remain this way unless deliberately and 
explicitly connected together. This sort of isolation is achieved independently 
of any VLANs, ACLs, or firewall rules that would traditionally be required 
to create it, and helps protect the underlying physical infrastructure from 
any possible attack initiated by workloads in any virtual network, as well as 
protects virtual networks from one another.

1. Micro-segmentation For Dummies, VMware Special Edition, John Wiley & Sons, 2015.
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 Segmentation 
Segmentation is related to isolation, but is applied within a multitier virtual 
network. Like isolation, it is a core capability of a network virtualization 
platform and an important principle in security design because it allows 
organizations to define different trust levels for different network segments, 
and reduces the attack surface should an attack breach perimeter defenses. In 
the past, network segmentation has been achieved with a physical firewall or 
router that allows or denies traffic between network segments. Unfortunately, 
this often resulted in network segments that were far too large to be 
effective. In a virtual network, however, network and security services that are 
provisioned with a workload are programmatically created and distributed 
to the hypervisor virtual switch and enforced at the virtual interface. 
Consequently, communication within a virtual network never leaves the 
virtual environment, eliminating the human error and delays associated with 
configuring and maintaining network segmentation in the physical network or 
firewall—and drastically reducing the likelihood of a security breach.

 Automation 
Automated provisioning enables the correct firewalling policies to be 
provisioned when a workload is programmatically created, and allows those 
policies to follow the workload regardless of where it’s moved. Equally 
important, if the application is deleted, its security policies are automatically 
removed from the system. This capability eliminates another significant pain 
point—firewall rule sprawl—which potentially leaves thousands of stale and 
outdated firewall rules in place, often resulting in performance degradation 
and security issues.

Key Features and Benefits of Micro-Segmentation

Minimize Risk and Impact of Data Center Security Breaches 
If a threat infiltrates the data center, micro-segmentation contains and blocks its lateral 
movement to other servers, which dramatically reduces the attack surface and risk to the 
business. Micro-segmentation isolates each workload with its own security policy, preventing 
attackers from exploiting other systems and stealing valuable data. By reducing the attack 
surface, micro-segmentation helps organizations avoid or minimize the cost and impact 
when a data breach occurs.
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Automate IT Service Delivery and Speed Time to Market 
Micro-segmentation enables enterprises to provision security services for cloud-native or 
traditional applications in a matter of seconds, and can also give application teams access 
to full self-service provisioning, eliminating days or even weeks for hardware procurement, 
setup, and configuration. And with powerful automation and orchestration capabilities, 
micro-segmentation helps eliminate the risk of manual configuration errors that can result 
in performance issues and security holes. Finally, micro-segmentation significantly shortens 
the time it takes to safely and securely bring new revenue-generating applications and 
services to market, delivering a new level of speed and agility that fuels rapid innovation and 
competitive advantage.  

Simplify Network Traffic Flows 
The volume of east-west/server-to-server traffic generated by modern applications inside 

the data center continues to grow exponentially, which consumes network bandwidth, 

increases latency, adds complexity, and increases oversubscription on the data center 

network core. Network virtualization and micro-segmentation enable direct east-west 

communication between server workloads through a virtual switch or aggregation fabric 

that: 

• Significantly reduces east-west traffic hops for better application performance

•  Eliminates inefficient hairpinning (i.e., forcing east-west traffic through physical

firewalls, which severely degrades performance)

•  Enables workload mobility by allowing individual workloads to be deployed

anywhere in the data center with their own security policies, instead of being tied to

the physical network topology

Enable Advanced Security Service Insertion, Chaining, and Traffic Steering 

Environments that require advanced, application-level network security capabilities can 

leverage micro-segmentation to distribute, enable, and enforce advanced network security 

services in a virtualized network context. Micro-segmentation also offers the ability to build 

unit-level policies for individual VM workloads, which leverage service insertion, chaining, 

and steering to drive service execution in the logical services pipeline based on the result 

of other services. This capability makes it possible to coordinate and correlate otherwise 

completely unrelated network security services from multiple vendors. 
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Leverage Existing Infrastructure 

Micro-segmentation is not an all-or-nothing proposition. Because virtual networks require 
no configuration changes to the underlying physical network, they can transparently 
coexist on the physical network—with as much or as little micro-segmentation of existing 
application workloads as needed. This gives IT departments the flexibility to virtualize and 
segment portions of the network simply by adding hypervisor nodes to the virtualization 
platform. This means that organizations can deploy micro-segmentation in their data 
centers at a pace that suits their unique business needs—whether in a proof-of-concept pilot 
project, a high-value multitiered application, or a full-scale SDDC build-out. Additionally, 
micro-segmentation enables organizations to leverage their existing physical network and 
security equipment and, in many cases, significantly extend the useful life of their existing 

infrastructure.  

Reduce Capital Expenditures 
Deploying additional physical firewalls to control increasing volumes of east-west traffic 
inside the data center is cost prohibitive for most enterprises. Additionally, the sheer number 
of devices needed and the effort required to set up and manage a complex matrix of firewall 
rules make such an approach operationally infeasible. Micro-segmentation enables complete 
control of individual workloads in the data center without purchasing additional physical 
firewalls for each workload, resulting in significant up-front savings in enterprise data 

centers.

Lower Operating Expenses 
Micro-segmentation dramatically reduces the manual effort and cycle time for security 
tasks, including provisioning, change/adaptation, scaling, and troubleshooting/remediation. 
Typically, it reduces effort from hours to minutes and cycle times from days to minutes. If 
you consider all the manual tasks required to provision and manage security for a physical 
network—across development, testing, staging, and production environments—and the fact 
that micro‐segmentation automates these tasks, the opportunities for reducing operational 

costs are substantial and add up quickly.

Securely Enable Business Agility 
Historically, businesses have been forced to choose between speed and security, oftentimes 
resulting in a contentious relationship between IT security teams and business units. Network 
virtualization makes micro-segmentation a reality, enabling businesses to rapidly—and 
securely—innovate to achieve a competitive advantage while maintaining ubiquitous and 

persistent security in the data center.
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