
A S A PG D P R  
A SEVEN-STEP GUIDE TO PREPARE FOR THE
GENERAL DATA PROTECTION REGULATION
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INTRODUCTION

The May 25, 2018 deadline has come and gone, and the 
first fines for GDPR infractions have been applied.

Are you prepared? Or are you next on the list?

The General Data Protection Regulation, or GDPR, gives 
consumers in the European Union the power to say how 
companies use their data. In other words, your company 
will be accountable for how you collect, process, and use 
consumer data.

If you still find yourself unprepared—or you want to verify 
compliance—you’re in the right place.

This guide will walk you through seven steps to better gov-
ern data collection practices at your company so you can 
be closer to GDPR compliance. As you read through, make 
some notes about who you feel should be responsible for 
each step so you can get the ball rolling with each team 
member.

Let’s get started.
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WHAT DOES GDPR REGULATE?

BREACH NOTIFICATION

CONSUMER RIGHT TO ACCESS DATA

CONSUMER RIGHT TO BE FORGOTTEN

DATA PORTABILITY

PRIVACY BY DESIGN

DATA PROTECTION OFFICERS

The EU’s Information Commissioner’s Office (ICO) is very serious about these massive fines. 
This year, British Airways is facing a fine of £183m due to a data breach likely caused by a script 
deployed surreptitiously through a third-party.

GDPR, or the General Data Protection Regulation, replaced the EU’s previous General Data Protection Directive in May 2018. This new set of rules 
instates stringent regulations to protect the rights of data subjects and their personal information. Some of the principal tenets of the new regulation 
include requirements for:

BIG BIG FINES
How big are GDPR fines?

Up to 20 MILLION
or 4% of annual worldwide turnover

(revenue), whichever is greater, 
for a major violation.

Up to 10 MILLION
or 2% of annual revenue for a

minor violation.
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WHAT COMPLIANCE LOOKS LIKE

Compliance is a complex beast, so start small. Make sure you are at least doing the following:

And monitor the data, too.

Know which technologies are being used on your site.

Know what you’re collecting and why.

Identify a good reason for collecting data.

Know exactly what third-party processors are collecting, 
where that data is going and how it’s being used.

Know what your vendors do with data.

Have clear forms and just-in-time notifications for consent.

Get the consumer’s blessing.

Fulfill requests by consumers to move or remove data quickly 
and provide information when asked about what data you’re 
collecting and why.

Let consumers drive.

Document the why, what, when, and how of all data you’re 
processing. Keep records of everything.

Keep great records.

If a breach occurs, inform regulators within 72 hours and be 
ready to inform consumers ASAP, too.

Be fast and transparent.

Use pseudonymization so data can’t be linked to any one indi-
vidual without additional info.

Think in pseudonyms (optional).
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STEPS TO COMPLIANCE

E S S E N T I A L  T O O L S :

To fast-track GDPR compliance, you’ll need bullet-proof data governance, 
and you need to ensure everyone in your organization is on board.

Set out a schedule and ensure you have someone to 
manage it and ensure everyone is meeting deadlines.

Schedule.

Documentation.

Keep documentation of the new company policies and 
strategies you implement. Odds are you will need that 
information in the future.

Technology inventory.

Part of your action plan will include generating an 
inventory of all technology deployed on your site. Keep 
this document close to you.

BEFORE YOU GET STARTED,
KNOW THE REGULATION
If you haven’t already looked at the EU’s official GDPR page, 
check it out before jumping into these steps.

You can also access the full regulation here.

Use the steps in the remainder of this guide as an action plan for preparing 
for GDPR. And don’t forget to use the below tools:

https://www.eugdpr.org/eugdpr.org.html
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2016.119.01.0001.01.ENG&toc=OJ:L:2016:119:TOC
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Business team:

This team includes all departments that are 
dependent upon data to achieve their goals. 
They own the vendor relationships and should 
know if, how, and why data is used—internally 
and externally. The business team may include 
marketing, operations, sales, and consumer-facing 
departments.

Tech team:

The tech team comprises the essential internal 
partners who ensure data is usable, a.k.a., your 
IT and technology teams. They’re already inte-
grating vendors into your processes and storing 
data, but now they’ll also need to review vendor 
compliance, too.

Legal guidance:

Include your organization’s legal guru who under-
stands the regulation inside and out and can review 
vendor contracts to ensure your organization remains 
in compliance. Make them responsible for knowing 
the regulation inside and out.

Acting project manager:

Designate one person to oversee the entire process 
and ensure all deadlines are met, hold feet to fires, 
etc. This could be your DPO, if you have one.

Data 
Governance 
Committee

Business

Tech

Project 
Manager

Legal

STEP 1: RECRUIT
 / STEP 2: AUDIT

ACTION

GOAL

Build a team with all the required 
company stakeholders.

Each individual will fulfill a different need 
towards accomplishing comprehensive 
data protection.

Bring together the appropriate know-
how for expert-driven compliance.

If you already have a data governance committee, 
you’re ahead of the game, provided they include 
the following roles. If not, start recruiting.

Having all the right stakeholders together from 
the outset can be the difference between success 
and failure when preparing for GDPR. 

RATIONALE

http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2016.119.01.0001.01.ENG&toc=OJ:L:2016:119:TOC
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Do you need a DPO?

I f  y o u  d o n ’ t  w a n t  t o  h i r e  a  f u l l - t i m e  D P O . . .

Your DPO can be a contractor rather than a full-time employee. If, however, 
your organization is required to have a DPO but fails to appoint one, that’s 
a lower-level infringement. Your cost: $10 million EUR or 2% of global 
annual revenue.

GDPR requires organizations to appoint a DPO (data processing 
officer) if the entity is one of the following:

• An EU government entity or public body.

• A company that either processes or monitors
data subjects or sensitive data (such as race,
ethnicity, religion, health, criminal convictions)
of citizens of the EU on a large scale.

Educate and train employees

Conduct audits

Act as the point of contact for the GDPR authorities

Communicate with data subjects on the use of data, 
rights and protections

Monitor performance

Maintain records

Identify and address any potential issues, ideally 
before they arise

D i s s e c t i n g  t h e  D P O

Whether you’re required to employ a DPO or not, having a DPO will 
make compliance with GDPR simpler for your organization. Here’s what 
the DPO will do:
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Review code on each page of your 
sites and mobile apps and search for 
tags, APIs, SDKs, and anything else that 
might be collecting consumer data.

1

Log all information in a spreadsheet; 
include vendor name, business owner, 
what data is being collected, and who has 
access (both internally and externally).

2

Research and contact individual vendors 
to determine the countries to which they 
send and store data. 

3

Review manual, first-party data collection. 
For example, if your customer service 
team or a reservations department logs 
any customer data during an interaction, 
include this in your audit.

4

STEP 2: AUDIT
 / STEP 3: REVIEW

STEP 1: RECRUIT /

ACTION

GOAL Automated audit: 
(Fast and thorough. Recommended.)

Manual audit: 
(Painful and time consuming. Not recommended.)

An automated solution, like ObservePoint, can 
audit your site automatically, quickly scanning 
and generating a data inventory.

GDPR compliance requires you to know exactly 
what data you’re collecting, where it’s going, why 
you need it, and who has access to it.

To start you off, you need to create an inventory 
of all the different tags, pixels, cookies and other 
data collectors you have on your site. Anything 
that holds or transmits data, you need to know the 
data its collecting. You can do so one of two ways: 
manually or with automation.

Know what your current data 
implementation looks like.

In order to ensure compliance for 
data, you need a comprehensive 
list of all the technology you use 
across your digital properties.

Audit your site or app to create 
an inventory of all technology.

RATIONALE
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How many tags are on your site?

There are 5000+ MarTech vendors on the market today. How many do you have on your site? You may be surprised. 

When ObservePoint audited one financial provider’s site, it uncovered 50+ tags on the homepage alone. 
The inventory of tags it created looked something like this. 

Even if you’re only working with one or two vendors for data collection currently, each could be sending information 
through to vendors they use too. Older technology may also still exist on your site and be collecting personal data.

So, to answer the title question, there may be a lot.
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TECHNOLOGY INVENTORY

TAGGING PLAN

Grab your technology inventory from the previous 
step and review all vendors and technologies that 
are deploying tags on your site.

A tagging plan is a document that brings together 
the business goals and the technical requirements 
of data. In its simplest form, the tagging plan says, 
“We use X technology to accomplish Y, and the 
data should look like ABC.” 

Deciding what technology to keep and what to nix is 
pretty straightforward if you already have a tagging 
plan on hand.

I don’t have a tagging plan

If you don’t currently have a tagging plan, then 
the review step in this guide will essentially be 
your chance to build one. Make a copy of your 
technology inventory and append business 
goals to each entry. If you can’t justify using a 
technology, remove it from your tagging plan. 

I have a tagging plan

Business team:

Technical team:

Legal team:

STEP 3: REVIEW
 / STEP 4: DEVELOP PROCESSES

STEP 2: AUDIT /

ACTION

GOAL

RATIONALE

Compare your technology inventory with 
your tagging plan.

Review the results of website and/or app 
audits.

Prepare to remove unnecessary tech.

Determine which data is necessary to fulfill 
business processes.

Reviewing the results of your audits will 
help you prepare to trim out unnecessary 
or illicit tech, moving you a step closer to 
compliance.

If you already have a tagging plan, then compare 
it against your data inventory to see if you have 
any redundant or unnecessary data collection. 

In this step, your team will review the results of your 
audit to determine what data is necessary and what 
is just data debris. You will need a couple items to 
accomplish this step: a technology inventory and a 
tagging plan.

THE REVIEW PROCESS
During the review process, each team will play 
an important role.

Present and explain the business requirements 
for each technology.

Offer insight about the legality of data collection 
practices.

Explain the technical specifications of each 
technology.
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Some questions to consider during the review process include:

Is the technology necessary?

What data could be considered personal? Are 
the appropriate safeguards in place to protect 
personal data?

What are we or the vendor doing with the data? 
Is it legal?

Is the data leaving the EU? GDPR gives special 
consideration to data transfers outside of the 
EU (see Chapter 5 of the regulation).

GDPR is principally concerned with protecting personal data, 
which should also be your principal concern.

The regulation itself doesn’t outline specific examples, but per-
sonal data could include more than you might imagine. One study 
found that 87% of the population would be identifiable from a 
combination of only three data points: date of birth, zipcode and 
gender. That makes each of these data points independently 
classifiable as “personal data.”

WHAT DOES GDPR CONSIDER PERSONAL DATA?

As you review, document all your notes. A good option is to start 
a tentative action plan for who will add/remove/replace what data 
collection technologies and when.

http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2016.119.01.0001.01.ENG&toc=OJ:L:2016:119:TOC
https://dataprivacylab.org/projects/identifiability/paper1.pdf
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Where else could data be hiding?

Data is not restricted to online formats. Oftentimes marketers and analysts will download data as a 
spreadsheet for further analysis. The question is, will such instances of data fall under the rights of 
access, erasure and portability?

That’s a hard question to answer, and we can’t really say one way or another with any level of certainty. 
However, this issue is one you will want to be aware of, and may want to include in your periodic data 
audit. 

For example, marketers and analysts may need to periodically purge their offline data sets and replace 
them with updated versions. The same would be necessary for instances where offline data goes back 
online, such as with data visualization tools like Tableau or Domo.
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WARNING: DATA LEAKAGE

Data leakage is the unauthorized transmission of your data to a third-party. Not 
only is data leakage bad for business in general, but you could be responsible 
for any misuse of data.

Here are some forms of data leakage: 

Third-party vendors tracking data on your site and selling 
it to other parties

Agency-deployed tools from a current or former agency 
with questionable data handling practices

Tags outside your tag management system, such as from 
internal teams in order to meet their own needs

Old technologies

If you’re unsure about whether you or a third-party vendor on 
your site is collecting data on EU citizens, check!

A tag auditing tool can assist in this process. 

For example, ObservePoint worked with a large, multinational tele-
communications company that transitioned from one analytics 
vendor to a new one. The telecommunications company wanted to 
verify their old solution had been completely eradicated.

ObservePoint scanned every subdomain of the company. After 
reviewing 22 sites, six still had the old analytics tool present.

Knowing exactly where each tag was made for an easy fix. The 
company removed the tags, rescanned, and reduced leakage 
potential.
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Before you begin executing on your review, you will want to evaluate the sustainability of your 
tagging plan. Your sustainability depends on GDPR itself.

GDPR outlines a few different rights of consumers, for which you will need to have processes in 
place. If your tagging plan makes it unrealistic to fulfill these rights, you’ll need to call another 
meeting or two to get things sorted out.

STEP 4: DEVELOP PROCESSES
 / STEP 5: ACTION

STEP 3: REVIEW /

ACTION

GOAL

RATIONALE

By preemptively developing processes 
to answer consumer requests for data 
access, erasure, or transfer, you will be 
able to respond without “undue delay.”

Meet the requirements of GDPR regard-
ing the rights of the data subject.

Develop internal processes to access, 
erase and relocate data at the request 
of the data subject.



16

Right to erasure (“right to be forgotten”):

“The data subject shall have the right to obtain from the controller the 
erasure of personal data concerning him or her without undue delay 
and the controller shall have the obligation to erase personal data 
without undue delay” (Chapter 3 Article 17.1). “24 hours” is a good 
interpretation of undue delay.

Right to data portability:

 “The data subject shall have the right to receive the personal data 
concerning him or her, which he or she has provided to a controller, in 
a structured, commonly used and machine-readable format and have 
the right to transmit those data to another controller without hindrance 
from the controller to which the personal data have been provided” 
(Chapter 3 Article 20.1). Controllers will have 30 days to comply with any 
request to port data elsewhere. 

How: Knowing the data being collected on your site, working with a small 
number of trusted vendors, and ensuring you collect only essential data will 
make data access, portability and erasure simpler. The process you select 
should work for your individual organization—while a manual process is 
possible, automating the process will help you ensure you meet deadlines.

RIGHTS TO ACCESS, ERASURE AND PORTABILITY

To fulfill any of these rights, you’ll need to be able to quickly access 
all data associated with a specific customer. Here’s some more info:

The right of consumers to access, delete or move their data 
to another provider

Right to access:

“The data subject shall have the right to obtain from the controller 
confirmation as to whether or not personal data concerning him or 
her are being processed, and, where that is the case, access to the 
personal data” (Chapter 3 Article 15.1).

Below are some GDPR rules for which you will need to develop processes: 

http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2016.119.01.0001.01.ENG&toc=OJ:L:2016:119:TOC
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2016.119.01.0001.01.ENG&toc=OJ:L:2016:119:TOC
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2016.119.01.0001.01.ENG&toc=OJ:L:2016:119:TOC
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Transparency

Transparency about data collection is at the very heart of GDPR. Consumers grant you the right to 
collect their information. In turn, you’ll need to let consumers know what information you’re collecting, 
why you’re collecting the information, how you’ll use the data, and anytime data has been compromised.

Opt-ins: 
Opt-in language should be written in a 
manner that consumers can understand it 
— concise and short but thorough.

Notices: 
In the event the data you’ve collected is 
ever breached, you’ll have 72 hours to notify 
affected consumers with all details.

Information about data you’re collecting: 
Consumers can request details about the 
data you’re collecting on them, where it’s 
being held and why. If they do make such 
a request, you may, for example, need to 
tell them that you’re retaining information 
like name, email address, employer name, 
and site activity in order to provide a more 
custom web experience and that the data is 
being retained by a specific vendor.

H o w  t o  b e  t r a n s p a r e n t

Your legal team, marketing teams and all other internal parties collecting and using the data will 
need to work together to develop language that’s both easy to read and thorough. If data is being 
transferred to a third party, include that information as well as details about what that third party is 
doing with it.

T r a n s p a r e n c y  …  a  b u r d e n  o r  a  b o n u s ?

Results from a 2016 study conducted by Label Insight found that 94% of consumers would be more 
loyal to food brands practicing labeling transparency and that 73% of consumers would be willing to 
pay more for a product that took this same approach.

The same theory applies regardless of your business. Anecdotally, for years marketers have been 
touting the benefits of transparent communications with customers and for good reason. By adopt-
ing transparency in all communications, you’ll build trust with your audience, and trust ties directly 
to loyalty.

Plus, you’ll be in compliance with GDPR. Just remember to save all communications to and consents 
from consumers.

https://www.labelinsight.com/Transparency-ROI-Study
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You’re armed with a team, details about your data and a plan. Now it’s time to put everything 
into action.

DATA GOVERNANCE COMMITTEE OR DPO? 

Your plan requires enforcement. Even if you added a DPO to ensure GDPR prep goes smoothly, he 
or she will need support and assistance from everyone on the data governance committee, too. 

STEP 5: ACTION
 / STEP 6: MAINTAIN

STEP 4: DEVELOP PROCESSES /

ACTION

GOAL

RATIONALE

Restructure existing architecture and 
implement future processes.

Make the current implementation com-
pliant with GDPR.

You were going to have to do something 
at some point, right?
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DOES MY DATA MAKE ME LOOK LEAN?

If you’re approaching GDPR properly, the answer 
should be “yes.” In the long term, GDPR wants data 
controllers to design for data protection (known as 
privacy by design). Keep it up and compliance comes 
naturally.

You can read more about privacy by design in Article 
25 of the regulation.  

WHAT YOU’LL DO

Clean: Remove unneeded tags and technology

Test: Ensure automated data privacy consent forms are triggering properly

Break: Sever ties with potential untrustworthy vendors

Replace: Switch to vendors that send data to approved locations  

Educate: Launch an internal education campaign to teach all employees about GDPR

Train: Conduct training on procedures for all teams that touch data

Listen: Collect feedback from data users/handlers in your organization

Evaluate: Use ObservePoint’s WebAssurance to re-inventory tags on your site

Review: Check new inventory to ensure no unwanted tags or technology remains

Adapt: Modify processes based on feedback and success

Prepare: Schedule ongoing reviews of all processes associated with GDPR compliance
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ACTION

Conduct regular reviews, tests, 
audits, and training for data-
dependent activities/personnel.

GOAL

Maintain compliance across time, 
releases and personnel.

RATIONALE

Letting all your hard work to become 
compliant go to waste is, well, a waste. 
Maintaining compliance is much easier 
than starting from scratch every time.

You’re a lean, mean, data controlling machine. Here’s how to keep up the good work and remain in 
compliance with GDPR.

TRAINING: 

Ongoing training and education for your teams is essential. 

Advice: Add GDPR training to new-hire training and pull out a calendar to schedule regular 
classes for all affected teams.

REVIEW CYCLE: 

Don’t wait until the next GDPR-style regulation to review everything. Plan now to conduct an 
ongoing review on an annual basis.

Advice: Once a year may not be frequent enough, at least not initially. Shoot for quarterly or 
always-on.

STEP 6: MAINTAIN
 / STEP 7: GROW

STEP 5: ACTION /
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Notice reviews: Customer opt-ins/opt-outs, disclosures, privacy 
statements and other communications should be clear so there is no 
question about what you’re doing with personal data or why. Review 
these notices on a regular basis.  

Advice: Call a good editor into the conversation to make legal mumbo-
jumbo readable while retaining accuracy.

Testing: You tested the initial implementation, but how will you test in 
the future? Our suggestion: automate the process with WebAssurance 
from ObservePoint to keep track of all technology and tags being used 
on your site.  

Advice: Pay close attention to the tag hierarchy visualizations for a bird’s-eye 
view of where the data is going.

Compliance changes: Whether these come from GDPR in the form of 
new regulatory requirements, or from observations from the IT team, 
you will need to address any compliance-required changes ASAP.

Advice: Ensure your team understands the importance of developing 
a solution to any problem the moment it arises and immediately get to 
work.
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As your company grows, you’ll need more data. Or different data. Or a different vendor. Or 
something no one has thought of yet. To keep your system from falling apart, develop a collection 
directive to simplify the process.

COLLECTION DIRECTIVE

A “collection directive” is a standardized set of rules for choosing and onboarding new vendors 
or data sets. By creating a standardized list of criteria for review, you’re able to make consistent, 
educated, and timely decisions about the data you want to collect and the vendors you will use.

STEP 7: GROW
STEP 6: MAINTAIN /

ACTION

GOAL

RATIONALE

Establish standards for onboarding new 
vendors and adopting new data sets.

Scale your data protection efforts 
alongside your growing company.

The larger your company gets, the harder to 
reign in data. Keeping your data protection 
efforts apace with company growth will help 
you maintain compliance.
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Use the same model to simplify evaluation of all requests—both current 
and future. 

Trusted Client Side
Real-Time Full Access

Mitigated Cloud Delivery
Delayed Limited Access

Untrusted
Non-Critical

Batch
Scrubbed 

Access

Data Accessibility
Your collection directive should balance data accessibility against the 
need for control and the business impact the data will have. Some of the 
factors you will want to consider when selecting vendors include:

1 The sensitivity of the data

2 Vendor trustworthiness

3 Business impact

(Graphic courtesy of Tealium in _GDPR: Tactical Steps 
You Must Take to Ensure Compliance_ - Webinar)

How to create a collection directive

https://www.observepoint.com/resources/gdpr-tactical-steps-must-take-ensure-compliance-webinar/
https://www.observepoint.com/resources/gdpr-tactical-steps-must-take-ensure-compliance-webinar/
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COLLECTION DIRECTIVE IN ACTION

Analytics vendor: Adobe Analytics

Data requested: Adobe Analytics will require real-time 
access to information. While it may have a need for some 
sensitive information (ex: IP addresses), it won’t need to 
know everything about your customers.

Affiliate company: Affiliates123

Data requested: Affiliates123 needs full contact information, 
including IP addresses and email

Implementing new tags or technology

Use the review system (step 3) for all new technologies you implement. 
Pay close attention to tag hierarchies and ensure all required notices are 
updated to include the new data collection details, too.

Data sensitivity: Moderate to high

Vendor trustworthiness: High.              You know where 
the data is going, how it’s stored, and where and by whom 
it’s being utilized.

Business need: High.               You need the information 
from your analytics vendor in order to make the customer 
experience relevant and assist with future business decisions.

Data sensitivity: Moderate to high

Vendor trustworthiness: Low. (Personal data may 
be resold by Affiliates123.)

Business need: Low. While your business sees Affiliates123 
as a revenue source, the revenue generated is minimal.
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CHECKLIST

Determine a data governance team: legal, 
marketing, IT, operations

Inventory all tags and vendors and where information 
is being processed/stored (country)

Determine vendor trust

Train team on the importance of GDPR compliance 
and proper data processing

Review site/pages to ensure all unwanted tags 
and technology have been eradicated

Create a process for quickly removing consumer 
data from site (erasure)

Identify all tags and technologies running on your 
site

Update/rewrite consents and notifications in 
terms that consumers understand

Determine which tags are essential for business

Review effectiveness of personal data processing 
efforts on an ongoing basis and update as needed

Remove non-essential tags; adopt new tags to 
replace essential tags from untrusted vendors

Create a process for transfer of consumer data 
to another vendor (portability)

Ensure principles of data protection by design for 
all future site enhancements
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KEEP LEARNING

This guide likely didn’t answer all your questions about GDPR. Few documents 
could—perhaps not even the regulation itself. An understanding of GDPR will 
come with time as other companies set precedents and the GDPR governing 
body comes out with more details on what they expect.

In the meantime, continue learning about GDPR and its implications on your 
business. On the next page are some resources to help you learn more. 

But perhaps more importantly, you need to have a grasp on what you’re facing. 
Start your preparations off right with a complimentary audit of your web properties 
and technologies.

S C H E D U L E  M Y  A U D I T

https://www.observepoint.com/website-audit/
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About Single Point of Contact

Single Point of Contact stays on top of everything related to cyber security and data protection. As a 
Managed Security Service Provider,  we take swift and thorough action to ensure your business is protected 
around the clock. We monitor for potential breaches and remediate any security threats when they occur. 
Constant monitoring of any network is a requirement nowadays, and we are pleased to provide the most 
comprehensive security solution to our clients. To learn more about how we can help protect your business 
from cyber-attacks, contact us  today. 

https://singlepointoc.com/contact-us/



